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Configuring IPsec Tunnel Mode VPN between mGuard and Cisco 1812

1 Disclaimer

© Innominate Security Technologies AG

May 2007

“Innominate” and “mGuard” are registered trademarks of the Innominate Security Technologies
AG. All other brand names or product names are trade names, service marks, trademarks, or
registered trade marks of their respective owners.

mGuard technology is protected by the German patents #10138865 and #10305413. Further
national and international patent applications are pending.

No part of this documentation may be reproduced or transmitted in any form, by any means
without prior written permission of the publisher.

All information contained in this documentation is subject to change without previous notice.
Innominate offers no warranty for these documents. This also applies without limitation for the
implicit assurance of scalability and suitability for specific purposes.

In addition, Innominate is neither liable for errors in this documentation nor for damage, accidental
or otherwise, caused in connection with delivery, output or use of these documents.

This documentation may not be photocopied, duplicated or translated into another language, either
in part or in whole, without the previous written permission of Innominate Security Technologies
AG.

2 Introduction

This document describes the required steps to configure an IPsec tunnel mode VPN between the
mGuard and the Cisco 1812. We have used a Cisco 1812 (IOS version: 12.4(6)T5, SDM version:
2.3.1) and an mGuard v4.2.1 for this interoperability test.

The VPN tunnel will be initiated by the mGuard. This document describes the usage of the
authentication methods PSK (Preshared Secret Key) and PKI with X.509 certificates.

The Cisco device was configured through the Security Device Manager (SDM).

[ Note: Configuring a VPN using PKI and X.509 certificates is considered more secure than
using pre-shared secrets.

The following diagrams illustrate the machines and addresses involved in the connection. The
examples used in this document are taken from this setup.
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Configuring IPsec Tunnel Mode VPN between mGuard and Cisco 1812

2.1 mGuard in Router Mode (Router/PPPoOE/PPTP)

Internal Network A

Internal Network B

192.168.1.0/24 192.168.222.0/24

= =0
> Ay
o Internet S
) ! L}
s hﬂgﬁc Tunnel iﬁE’" —
4 A 4 —

_!— - | i Cisco | — _!
= : mGuard | P1812 | S
= i Router Mode ! ! i =
- : | ; : [
—r : | | i _-___/r

1921681254 | | 1921682221
Static (141.16.82.38) 19456.123.14

or dynamic public IP

Scenario used for the setup of the VPN tunnel between mGuard (Router mode) and Cisco 1812

For this setup we have selected 3DES as encryption and MD5 as hash algorithm for the ISAKMP
and IPsec policies. The parameters for the VPN tunnel are as follows:

Using PSK (Preshared Secret Key) as authentication method:

Cisco 1812
141.16.82.38
192.168.222.0/24
192.168.1.0/24

mGuard
194.56.123.14
192.168.1.0/24
192.168.222.0/24

VPN parameter
Remote VPN gateway
Local VPN subnet
Remote VPN subnet

ISAKMP Policy, Encryption / Hash 3DES / MD5 3DES / MD5

IPsec Policy, Encryption / Hash 3DES / MD5 3DES / MD5
Using PKI with X.509 certificates as authentication method:

VPN parameter mGuard Cisco 1812

194.56.123.14
192.168.1.0/24
192.168.222.0/24
3DES / MD5
3DES / MD5

Remote VPN gateway

Local VPN subnet

Remote VPN subnet

ISAKMP Policy, Encryption / Hash
IPsec Policy, Encryption / Hash

<Dynamic IP>
192.168.222.0/24
192.168.1.0/24
3DES / MD5
3DES / MD5
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Configuring IPsec Tunnel Mode VPN between mGuard and Cisco 1812

2.2 mGuard in Stealth Mode

The mGuard is operated in Stealth mode to protect a single entity, e.g. server, workstation, etc.

In contrast to the Router modes an internal network does not exist. In this case a virtual transfer
network (e.g. 172.16.106.0/24) or a virtual IP address (e.g. 172.16.106.1/32) needs to be used as
local VPN subnet. This virtual network or IP address must not overlap with existing network IPs and
needs to be entered on the mGuard as local VPN network and on the Cisco device as remote VPN
network. Apart of this you also need to define a virtual IP on the mGuard which will be used by the
client in Stealth mode (e.g. 172.16.106.1). This virtual IP address is used to access the client
behind the mGuard through the VPN tunnel from the Cisco LAN.

Internal Network A Internal Network B
192.168.1.0/24 192.168.222.0/24
3 — da
-_.___,-’ _\_.‘_"f
L — Internet 4 — )
- e = Pg
- L3 4 _—
__!_ NAT EIPsecTunneI | Cisco ___!
= i Router: po1812 =
P_1.4.44 192.168.1.1 | | { L
19216811 7 rGuhrd
172.16.106.1  stealth Mode i ’ ! )
Virtual Network 192.168.1.254 192.168.222.1

172.16.106.0/24

Static or dynamic  194.56.123.14
public IP

Scenario used for the setup of the VPN tunnel between mGuard (Stealth mode) and Cisco 1812

= Note:

e If the IP address of the client does not belong to the Cisco LAN you can specify the client’s
IP address as local VPN network (e.g. 192.168.1.1/32) and as virtual IP of the client which
will be used in Stealth mode (e.g. 192.168.1.1) on the mGuard. On the Cisco device this IP
address must be entered as remote VPN network.

e PKI with X.509 certificates must be used as authentication method because the connection
will be established across one or more gateways that have Network Address Translation
(NAT) activated. Using PSK is not possible for this setup.

3 Limitations in using Preshared Secret Keys (PSK)

e If the mGuard has a dynamic public IP address and PSK shall be used, the mGuard must
register its IP address under a fixed name in a DynDNS service and the VPN settings on the
Cisco 1812 must refer to this name. Otherwise, if you would specify a dynamic IP address for
the remote gateway (dynamic crypto map) on the Cisco device, this would require the
Aggressive Mode which is not supported by the mGuard in the current version.

e Using PSK is not possible if the connection will be established across one or more gateways
that have Network Address Translation (NAT) activated. In this case PKI with X.509 certificates
must be used.
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4 X.509 Certificates

You may obtain the required certificates by using the Simple Certificate Enrollment Protocol (SEP)
provided by the Cisco device.

There are several tools available for creating and managing certificates, as for example OpenSSL
and XCA. This section explains briefly how to create X.509 certificates with the tool XCA. XCA
provides much more functionality than explained in this document. Please refer to the XCA
documentation for further information. XCA is available for Linux and Windows. You can download
this tool from http://xca.sourceforge.net. The screenshots and descriptions in this chapter are
related to XCA v0.6.2.

After installing XCA you need to create a database. To do this:

¢ From the menu, select File -> New DataBase.

e Specify the storage location and filename of the database.

e Click Save.

= You'll be prompted to enter a password which protects the database against unauthorized
usage.

When restarting XCA you need to connect to the database through the menu File -> Open
DataBase first.

The following certificates are required:

e CA as PEM export: Needs to be imported on the Cisco device.

e Cisco certificate as PEM export: Needs to be imported on the Cisco device and on the
mGuard as connection certificate.

e mGuard certificate as PKCS#12 export: Needs to be imported on the mGuard as machine
certificate.

The following steps need to be performed for obtaining the required certificates with the tool XCA:
1) XCA: Create the CA and export it as PEM

2) Cisco: Create a certificate request

3) XCA: Import the certificate request and sign it with the CA

4) XCA: Export the signed Cisco certificate as PEM

5) Cisco: Import of the CA and the Cisco certificate

6) XCA: Create the mGuard certificate and export it as PKCS#12
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4.1 XCA: Create the CA and export it as PEM

A client certificate must be signed by the CA certificate to become a valid certificate, as long as self
signed certificates are not used. Therefore you need to create the CA certificate first before
creating the client certificates. The CA certificate is a self signed certificate.

4.1.1 Create the CA

e Start the program XCA and connect to the database.
e Switch to the tab Certificates.
e Click New Certificate.

X Certificate and Key management

Create x509 Certificate

Subject

Extensions

[ Source |

Signing request
Signing

Use thés Certificate for For signi

Signature algorithm
Worlage

Template for the new certificate

KeyUsage | Netscape

@) Create a g=kf signed certificate with the serial |1

ng

Create x509 Certificate

Source | Subject | Extensions
Distinguished name

Internal name CA

Country code

State or Province

Locality

commonhlame b

Type Content

Private key

CA (RSA) v

X Certificate and Key management E"'E‘J °

Pee

KeyUsage | Netscape |

Organisation | Innominate
Organ, unit Support
Comemon name | CA

E-Mail address

Ensure that Create a self signed certificate
with the serial is selected.

You may enter a serial number for the certificate
or leave the default value.

Set Signature algorithm to SHA 1.

Switch to the tab Subject.

Use the entry fields from Internal name to E-
Mail address for entering the subject attributes to
be included in the CA’s certificate. At least an entry
for Common name is required.

Click Generate a new key for creating the private
RSA key for the CA.

=

Please give a name to the new key and select the desired keysize
Key properties

New key

Name  |CA
Keysize | 1024 bt ¥ | Keytype [RSA v

Enter a Name for the key, specify the desired
Keysize and click Create.
Switch to the tab Extensions.

Document ID: 574219-229

Page 7 of 26



Configuring IPsec Tunnel Mode VPN between mGuard and Cisco 1812

Create x509 Certificate Jﬁw

Source Subject Extensions Key Usage Netscaps

Basic constrains Key identifiar

Type |Certification Authority »|  [] Subject Key Identifier

Path length ] critical Authority Key Identifier

Malidity Time range

Notbefore  [19.04.200702:58:11 & [10 |[Years =

Mot after 16.04.2017 09:58:11 % [ Midnight
—
issuer alternative name |
T Ce)
authorty Info Access | OCSP v

X Certificate and Key management @@ o

Set Type to Certification Authority.

e Enter the lifetime of the CA certificate in the
section Time Range. For a CA certificate you may
want it to last longer than the client certificates so
that you do not have to reissue the certificates so
often. We have chosen a lifetime of 10 years.
Click Apply.

e Click OK.

= The created CA certificate is displayed in the tab

Certificates.

4.1.2 PEM Export of the CA Certificate

e Switch to the tab Certificates.

o Highlight the CA certificate you have created in the previous step.

e Click Export.

X Certificate and Key management E|E| °

Certificate export Ja@?
Please enter the flename for the certificate,

Fiename | D:fCiscofCA.crt )

DER s a binary Format of the Certificate

PEM is a base4 encoded Certificate

PKCS#7 is an official Certicate exchanges format

PKCS#12 Is an encrypted official Key-Certificate exchangs Format

Export Format |PEM L3

Select PEM as Export Format.

e Specify the desired Filename and the location
where the export should be stored. In our
example we have named the file CA.crt.

e Click OK.

This CA certificate needs to be imported on the Cisco device later.
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4.2 Cisco: Create a Certificate Request

Connect to the Cisco’s Security Device Manager (SDM).

In the toolbar, click Configure.

From the left frame, select VPN.

Select VPN Components -> Public Key Infrastructure -> Certificate Wizards from the
VPN tree.

Select Cut-and-Paste / Import from PC and click Launch the selected task.

You’ll be prompted to enter the SSH credentials.

The Welcome to the Certificate Wizard appears. Click Next.

Select Begin new enrollment and click Next.

..U.

Cut-and-Paste Certilicate Wizard £

Enter a CA Server Nickname.
T o o Click Next.

Entar ifoemation needed 10 identry the cerificate authonty and a passwond 1o include in the
enroliment reguest

Cetificase Authorsy Detasts

* CA Server Nickname: [

Challenge Pastword

Ve Inchu renuest This asa
il ofas
Y the Cerificate Autharity adminisrator when
revoking e router's cenificate. Make a nole of the password you enler.

Challenge Password [

Confim Chalengs Password. |
* indlicalis @ reguined ek,
nmﬂ'ﬁ?éu-l i j can:e|| Heip |
Cut-and-Paste Certilicate Wizard x|
Cortcate Subject Narmo Atties e Disable Include router’s Fully Qualified

e = i Domain Name (FQDN).
Click Other Subject Attributes.

I Include router's Fully Dualified Damain Nasme (FODN)

™ Incude router's IP address

Enber & valid IP addness fram your router or select an inberface from your route, in
which case the I address luded In the

" sndtes ,—

™ Include router's serial numbser

Cher Subsoct Atributos...
nB.II:iIMFI"' 4y i CM:HI Hein I

Other Subject Attributes x| e Use the entry fields from Common name
Enfer the subject atiributes to be included in the router's certificate. Common name (cn) is (cn) to E-Mail (e) for entering the subject
SRR (Be0MITERTEE vl attributes to be included in the router’s

certificate. At least an entry for Common

Subject Name Attributes name is required.

Click OK.

Click Next in the Certificate Wizard.

Common Name (cn): |C|sco

lu] Unit {ou): :

0 (0): fi

State (sf): |

Country {c): |

E-Mail (g): |

ok || cancel | Help
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¢ Now you have the option to create a new key pair or to use an existing one. In this
interoperability test we have used the existing key. Click Next.

e Review the displayed summary and click Next if the parameters are correct.
e Confirm the Commands Delivery Status dialog by clicking OK.
= The enrollment request is generated.

=l e Click Save and store the Cisco’s certificate

e o ot e e et request to your local system. In this example
e v e ez s we have named the file CiscoRequest.pem.
1) The CA server's BASESS encoded cerficate ° Cl |Ck Fi nish
2) The router's BASEDA encoded certiicates) )
‘Wihen you receive these cerificates, capy them oo your PC and (omphh the antaliment
process by staing tis wizard again and setacting Continue an undnished enroliment

Enroliment request 1

NEE|CEVQIBADA ODEMD JECHMHUIVWE0%, =]

MBEGATUEC 1

FL1EnBmicD 4=,

AANLD 0 g g DWEBM

iF oD Diew2F 4l

OLE3TY3001 |CE=
. -—
Bave. I
-Earkl 1 j Finish Csm:ell Hedp !

4.3 XCA: Import the Certificate Request and sign it with the CA

Before you can import the certificate request to XCA you need to modify the file. Usually a
certificate request starts with the line “----- BEGIN CERTIFICATE REQUEST----- ” and ends with the
line *----- END CERTIFICATE REQUEST----- ”. For some reasons the certificate request of the Cisco
device does not contain those lines.

Open the certificate request with a text editor, add the missing lines so that the file looks like the
example below and save the changed.

————— BEGIN CERTIFICATE REQUEST-----
MIIBEjCBvQIBADA3MQ4wDAYDVQQDEwWVYDaXNjbzEQMA4GA1UECXMHU3VwcG9ydDET
MBEGA1UEChMKSW5ub21pbmFOZTBcMAOGCSgGSIb3DQEBAQUAAOSAMEgCQQDVz+7t
/FL1EnBmicDc8+uiR+NHfSfljuTJ+laoz34ayOCHjwUTv76ADk9g9q3Ev3yQhlge
WINLIWdF8Apov6JhAgMBAAGgITAfBgkqhkiGOwWOBCQ4XEjAQMA4GA1UdDWEB/WQE
AwlFoDANBgkghkiGOWOBAQQFAANBADSqgNCDcw2F3pkdu8KsxbDO9NOwJ/p+gFspO
4fUNb66NNNJICYB7zKxyq90OLE3zY3b014nGgh80KcdocHo0J8jDW8=

————— END CERTIFICATE REQUEST-----

Modified certificate request file

In XCA, switch to the tab Certificate signing requests.

Click Import.

Select the certificate request and click Open.

The imported certificate request is displayed in the tab Certificate signing requests.
Make a right click on the certificate request and select Sign from the context menu.

.U...
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X Certificate and Key management @3] ¢ Ensure that Use this Certificate for signing

] T and the corresponding CA are selected.
Create x509 Certificate er e Set Signature algorithm to SHA 1.
e Switch to the tab Extensions.

_Source || Extensions | KeyUsage | Netscape

Signing request

Sign this Certificate signing request :Cisca b

Copy extensions from the request Show request

Signing
© Create a self signed certificate with the serial |1 |
(®) Use this Certificate For for signing  |CA v

Signature algorithem SHA 1 ~
‘orlage
Template for the new certificate v

=

X Certificate and Key management E|E| ° Set Type to End Entity
2 Select the lifetime of the certificates in the
£ oue 00 C sl section Time Range and click Apply.
| Source | Extensions | KeyUsage | Netscape e Click OK.
Basic constrains Key identiier = The signed certificate request is displayed in the
Type End Entity ¥| [ subject ey Identifier tab Certificates beneath the CA.
Path length | ] gritical fuithority Key Identifier
Walidity Time range

ot before 19.04.2007 11:13:53 5|
Nt after 18.04.20081:1353 & [ midnioht [ apply |

subject alternative name
issuer alternative name
CRL distribution point

Authority Info Access 'O_CSP v

4.4 XCA: Export the signed Cisco Certificate as PEM

e Switch to the tab Certificates.
e Highlight the Cisco certificate which is located beneath the CA.
e Click Export.

X Certificate and Key management 4 _ ° Select PEM as Export Format.
. ey e Specify the desired Filename and the
Certificate export Ji“?—!' location where the export should be

stored. In our example we have named

kil : the file Cisco.crt.
Filename | D:\CiscolCisco.crt [Z] . Click OK

Please enter the filename for the certificate.

DER is & binary format of the Certificate

PEMis a baset4 encoded Certificate

PKCS#7 is an official Certificate exchange format

PKCS#12 is an encrypted official Key-Certificate exchange Format

Export Format |PEM v

This certificate needs to be imported on the Cisco device and on the mGuard as connection
certificate.
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4.5 Cisco: Import of the CA and the Cisco Certificate

In the SMD toolbar, click Configure.
From the left frame, select VPN.
Select VPN Components -> Public Key Infrastructure -> Certificate Wizards from the
VPN tree.
Select Cut-and-Paste / Import from PC and click Launch the selected task.
The Welcome to the Certificate Wizard appears. Click Next.
e Select Continue an unfinished enrollment. Click Next.

Cut-and-Paste Certilicate Wizard x|

e Ensure that the correct CA server nickname

S e P— e is selected.
o G et a4 oomre el T e Select Import CA and router

certificate(s).
e Click Next.

Select CA server nickname (rustpoint).  [CA |

Select task

= hmipart CA and router certibcateds)
 Mmpart CA certficate.

 mort router ceritcate(s)

1 Generats enroliment request

ek e i f | S|

= e At first the CA needs to be imported, in our
gt CA cenficate -
e S W ex_ample the file CA.crt.
SnYOUPC 1 A Shrers crfct s ot bl CKk Cancat o e T ecar e Click Browse.

e Select the CA you have created and exported
in chapter XCA: Create the CA and export it
ey o skl as PEM.
£ v e Click Next.

IT202re8000 AGHBADDAGVG
MAKDA] LIAEWOCMARWD) g Ji 040500
540 Ok 220N LHgatadv

[FOMNRAVWN TIDMUTg 2y P AT 3OS DiIP Tk gl EOBH

[AU29DKET Z+KLNART=
{~—END CERTIFICATE-—

« |Lf-J

¢ Now the Cisco certificate needs to be

rport Router certiicatoss) imported, in our example the file Cisco.crt.
s ot s e b ks i s menercwmat| *  Click Browse.

have mare than ane router cericate (Signature key and Encryplion key cerifieates) click on

Wi router cerbeate (5 not svailsbl, ick e Select the Cisco certificate you have exported
________________ in chapter XCA: Export the signed Cisco
| Corcua certificate as PEM.
- BEGIN CERTIFICATE - -
e Click Next.

MIBUCCASD

("]
Cancel 10 wxif the wizard.

QWI-)'\O‘QQLEWTM JIOMOswWC OYDVOODEWIDOTASF wiwh
wiwOD Ukipe

S SAJBANP IwtizZhE. LGlePBROMA!
|[TaDareanc milomEC g
ML DG, " 040
SQ4DcSTERT SHECOMHIZZONNF Hgjlotaby
ATIOIEORFBLHO0 3l EOB: &
Cl B | Ll—l
It fnre certficats | Hemove cerfcalis I Browse.. I

<Back | Ne> | ©o0 | cancet| Heo |

e After the import of the CA server certificate you must verify the CA’s server certificate to
complete the certificate enrollment process. Click Yes if the fingerprint of the CA server
certificate is correct.

e Finally the router certificate is imported and the enrollment status is displayed. Click Finish.
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To verify the import of the certificates:

e Select VPN Components -> Public Key Infrastructure -> Router Certificates from the
VPN tree.
Click Refresh.
Highlight the CA in the upper window.
Both imported certificates, the CA and the router certificate, should be displayed in the
Certificate Chain area.

§ Cisco Router and Security Device Manager (SDM): 194.55.159.14 = |g |_>_€’

LR EBNIEwS Tooicutieln

@ Home @{%W “m““.ae?m s?» s&u« H?;p

Cisco SysTEMS

Site-to-Site VPN _
Easy VPN Remote — Trustp
Easy VPN Server
Dynamic Multipoint VPN Trustpoints configured on your router Details... I Edit | Delete | Check Revocation ]

‘WebVPN

VPN Components Name Enroliment URL Enroliment Type
@IPSB': A terminal Cul & Paste

—{Rg IPSec Policies (Crypto May | [TP-self-signed-418° Unsupported in SDM

Dynamic Crypto Map Sets
IPsec Profiles
Transform Sels
IPSec Rules(ACLs)

i—g IKE Policies

L35y Pre-shared keys
-8 Easy VPN Server

3-8 Public Key Infrastructure

ik Certificate Wizards Centificate Chain for trustpoint:CA Details... ' Refresh |

RSA Keys Type Usage Serial Number | Issuer | Status Expires (Days) | Expiry D
: USB Tokens X B Cerificate General Purpose 04 cn=CAou Available 36
e & VPN Keys Encryption & cacertificate General Purpose 01 cn=CA0u Available 3649 Apr 16 20

Intrusion Prevention

)

Quality of Service

.‘fl
:’Eir <l I 4
oa Save Certificates o USB Token |
: g i
Configuration delivered to router. 15:53:10 PCTime ThuApr 192007 (3
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4.6 XCA: Create the mGuard Certificate export it as PKCS#12

4.6.1 Create the mGuard certificate

e Switch to the tab Certificates.
e Click New Certificate.

X Certificate and Key management E|E| L4

Create x509 Certificate J* =%

| Source || Subject | Extensions | KeyUsage | Metscape

Sigring request
[] sign this Certificate signing request | Clsco

s from the request Show request

Signing
© create a self signed certificate with the serial |1
(3) Use this Certificate for for signing  |CA v

Signature algorithm SHA 1 ™)
Vorlage

Template for the new certificate

X Certificate and Key management E|r§|

Create x509 Certificate

Source | Subject | Extensions | KeyUsage | MNetscape |
Distinguished name

Internal name mGuard Organisation | Innominate

Country code Organ, unit Support
State or Province Common name | mGuard
Locality E-Mail address
e =
Type Content
Private key
mGuard (R54) b

o]

Ensure that Use this certificate for signing
and the correct CA are selected.

Set Signature algorithm to SHA 1.

Switch to the tab Subject.

Use the entry fields from Internal name to E-
Mail address for entering the subject attributes
to be included in the mGuard’s certificate. At least
an entry for Common name is required.

Click Generate a new key for creating the
private RSA key for the mGuard certificate.

New key PR
Please give a name to the new key and select the desired keysize
Key properties

New key

Name | mGuard]|
Keysize | 1024 bit ¥ | Keytype RSA v
e

Enter a Name for the key, specify the desired
Keysize and click Create.
Switch to the tab Extensions.
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Configuring IPsec Tunnel Mode VPN between mGuard and Cisco 1812

X Certificate and Key management @E|

Create x509 Certificate Jakﬂ*!
Source Subject Extensions Key Usage | Metscape
Basic constrains Key identifier
Type End Entity ¥ [ subject Key Identifier
Path length [ Criticat fwthority Key Identifier
Walidity Time range
Mot before

19.04.2007 12:06:27 S 365

Mot after 15.04.2006 12:06:27

subject alternative name
issuer alternative name
CRL distribution point

Authority Info Access

OCSP L

Set Type to End Entity.

Enter the lifetime of the certificates in the section
Time Range and click Apply.

Click OK.

The mGuard certificate is displayed in the tab
Certificates beneath the CA.

4.6.2 Export of the mGuard Certificate as PKCS#12

e Switch to the tab Certificates.

e Highlight the mGuard certificate which is located beneath the CA.

e Click Export.

Certificate export Jaw

Please enter the filename for the certificate.
Filename |D:\CiscolmGuard.p12 |

DER is a binary format of the Certificate

PEM ks a baseéd encoded Certificate

PECS#7 Is an official Certificate exchange format

PKCS#12 is an encrypted official Key-Cartificate exchange format
Export Format |PCS #12

<

X Certificate and Key management Elgl
=

Set Export Format to PKCS#12.

Specify the desired Filename and the location
where the export should be stored. In this
example we have named the file mGuard.p12.
Click OK.

You’ll be prompted to enter a password which
protects the export against unauthorized usage.
Enter the Password and click OK.

This certificate needs to be imported on the mGuard as machine certificate.
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5 Configuring the Cisco Device

Connect to the Cisco’s Security Device Manager (SDM).

In the toolbar, click Configure.

From the left frame, select VPN.

Select Site-to-Site VPN from the VPN tree.

Select Create a Site to Site VPN and click Launch the selected task.
Select Step by step wizard and click Next.

5.1 Remote Peer IP Address and Authentication Method

5.1.1 Using PSK as Authentication Method

Shets SeVEHHENS = 4 o Select the interface for the VPN
e e —=] o connection to which the VPN connection
should be established.
BRI e Select Peer with static IP address and
MBI ML CIDHID I DN [Peerwit siabe I address =] enter the IP address.
Enler e 1P sdress of e remote peer [Wiieszss e Select Pre-shared keys and enter the
' shared secret.
A e Click Next.
&nd of the VPN uses the same secret key.
& Pre-shared keys 1 Digital Certificates

pre-shared key. ,—m
Re-enter ey, [

ok |[Net ] it | concer| _he |

5.1.2 Using PKI with X.509 Certificates as Authentication Method

Site-to-Site VPN Wizard = x|

e Select the interface for the VPN
e e —=] o connection to which the VPN connection
should be established.

e Select either Peer with static IP address
e e cipesid. e e AN [Pesrts) wih aynaen 1 adaress =] and enter the IP address or Peer with
dynamic IP address, depending on the
kind of the mGuards public IP address

Peer Identity

" ——— sees e same secrtkey (dynamic or static).
e Select Digital Certificates.
 Pre-shared keys  Dightal Certificates . Click Next.
—

«Back [Tm-l it l Camerl Help
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5.2 IKE Proposal

If the desired IKE proposal doesn’t already exist, perform the steps described in this chapter.
Otherwise click Next.

e Click Add.
x|l e Select the desired Encryption and Hash
Configure IKE Policy algorithm, in our example 3DES and MD5.
Priority. Althentication: e If PSK is used, set Authentication to
2 |Rsa_sic =] RSA SHARE. Select RSA_SIG if certificates are
Encryption: D-H Group: used.
|30ES x| |oroup2 =l e Select group 2 as D-H Group.
o o e The specified Lifetime must match the settings
mos = [r [0 [0 HHMMss on the mGuard. The default ISAKMP SA lifetime
on the mGuard is 3600 seconds (1 hour).
............................... e Click OK.
[0 ] _canwst | wep | ¢ Click Next in the Site-to-Site VPN wizard.

> Note: The VPN connection won’t be established if the specified lifetimes for the ISAKMP SA
and the IPsec SA do not match on both devices.

5.3 IPsec Proposal (Transform Set)

If the desired transform set doesn’t already exist, perform the steps described in this chapter.
Otherwise click Next.

e Click Add.
xl| o Enter a descriptive Name for the transform set.
o e Select the desired Encryption and Integrity
. |mGuard . .
algorithm, in our example 3DES and MD5.
¥ Data integrity with encryption (ESP) e Click OK.
Integrity Algorithm: ~ [ESP_MD5_HMAC =] e Click Next in the Site-to-Site VPN wizard.

Encryption Algorithm: IESP_3DE$ = E

Show Advanced =»

ok Cancel | Help I
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5.4 VPN Subnets (Traffic to protect)

Site-to-Site VPN Wizard

Traffic to protect
IPSec rules define tha traflic, such as file lansfers (FTF) and e-mail (SMTF) thal will ba
pratecied by this VPN connection. Other data raflic will be sent unprotecied to the remote

device. You betwaen source and subnet, or
Ml =pacity an IPEec ula that defines Me trafic ypes to be protected.

"+ Frotect all irafc batween Me following subnets
Local Network Ramate Natwork

Eriter the |F address and subnet mask of Eriter e P Address and Subnet Mask of
he network where IPSec frafic originates he destination Network.

P Address: IP Address:

192.168.222.0 192.168.1.0

‘Bubnet Mask: Subnet Mask:

[255 2852850 ofzs § 2552552550 oufze §

A CreateiSetect an access-listfor IPSec rafc z

« Back Nm-l Finiist l Came|| Heip I

=l e Enter for the Local Network the network
IP and the subnet mask of the Cisco LAN, in
our example 192.168.222.0/24.

e Enter for the Remote Network the
network IP and the subnet mask of the
mGuard LAN, in our example
192.168.1.0/24.

e Click Next.

Verify the summary of the configuration and click Finish if all the settings are correct.

5.5 Perfect Forward Secrecy (PFS) and IPsec SA Lifetime

Perform the following steps to enable PFS or to adjust the IPsec SA lifetime.

5.5.1 mGuard with a dynamic public IP Address

e Select VPN Component -> IPSec -> Dynamic Crypto Map Sets from the VPN tree.
¢ Highlight the name of the corresponding Dynamic Crypto Map and click Edit.

x| °® Highlight the name of the corresponding Dynamic
— Crypto Map Set.
Name: |SOM_DYNMAP_ . Click Edit.

Crypto Maps in this IPSec Policy

MName Seq Mo| Peers
d.

Edit...

Delete |

| | v

Ok | Cancell Help i

Edit Crypto Map x| .

| General | PeerInformation | Transform Sets | IPSec Rule |

Name of IPSec Palicy. [SDM_DYNMAP_1

Description: |

Sequence Number. |1

Security Association Lifetime: M

[ Jo Jo mHmmss [sc08000 Kilobytes

Idle Time:
[ [ HHwmss

[¥ Perfect Forward Secrecy group2 -

I~ Reverse Route Injection

g Cancall Help |

Enter the desired Security Association Lifetime.
The default value used by the mGuard is 28800
seconds (8 hours)

If desired, enable Perfect Forward Secrecy and
select group 2. If you enable PFS, you also need
to enable this feature when configuring the
mGuard.

Click OK.

Click OK again in the Edit Dynamic Crypto Map
Set dialog.
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5.5.2 mGuard with a static public IP Address

e Select VPN Component -> IPSec -> IPsec Policies (Crypto Map Sets) from the VPN tree.
e Highlight the name of the corresponding IPsec Policy and click Edit.

Edit IPSec Policy

Name:  [SDM_ChAP_1

Crypto Maps in this IPSec Policy

Name Seq No| Peers Add

141.16.82.38

Edit..

Delete

< | [ »

ek

x|

™ Use Add Wizard
Dynamic Cryplo Map Sets inthis IPsec Policy
| Dynamic Crypto Map Set Name Seq No.
SDM_DYNMAP_1 65535
| [im
QK | Cancel | Help |
X

| General | PeerInformation | Transform Sets | IPSec Rule |

Name of IPSec Policy. [SDM_CMAP_1

Description: {Tunnelto141.16.82.38

Sequence Number. |1

Security Association Lifetime:

[ Jo Jo mHmmss [sc08000 Kilobytes

Idle Time:
[ [ HHwmss

[¥ Perfect Forward Secrecy group2 -

I~ Reverse Route Injection

8k cancel Help

Highlight the name of the corresponding Crypto
Map.
Click Edit.

Enter the desired Security Association Lifetime.
The default value used by the mGuard is 28800
seconds (8 hours).

If desired, enable Perfect Forward Secrecy and
select group 2. If you enable PFS, you also need
to enable this feature when configuring the
mGuard.

Click OK.

Click OK again in the Edit IPsec Policy dialog.
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5.6 VPN ldentifier

This step is only required when using PKI with X.509 certificates as authentication method.

The Cisco device uses as default VPN identifier the IP address, the mGuard the ASN.1 distinguished
name. If the peers use different VPN identifiers the VPN connection will not be established.

Perform the following steps to set the VPN identifier to ASN.1 distinguished name on the Cisco

device:

Click Edit.

Click OK.

Select VPN Components from the VPN tree.

Set Identifier (of this router) to DISTINGUISHED NAME.

5.7 Check Certificate Revocation List

This step is only required when using PKI with X.509 certificates as authentication method.

After importing a new the CA the default setting for this CA is to check the certificates against a
Certificate Revocation List (CRL). If the CRL is not configured, the VPN connection will not be

established.

Perform the following steps to disable the usage of a CRL for the CA:

e Select VPN Components -> Public Key Infrastructure -> Router Certificates from the

VPN tree.

¢ Highlight the corresponding CA and click Check Revocation.

Check Revocation x|

Revocation Check

Select the methods to be used for revocation check, and order them
according to preference.

Revocation Check Method

w Mave Up
[ CRL Maove Downl

[ ocsP

Enter the LDAP URL ifthe peer certificate supports X500 DN
type CDP*

oK | cancel Help

e Set Revocation Check Method to None.
e Click OK.
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5.8 Configuration Example (Certificates)

The following lines display the IPsec relevant settings of the running configuration:

crypto pki trustpoint CA

enrollment terminal

serial-number none

fqdn none

ip-address none

password

subject-name O=Innominate, OU=Support, CN=Cisco
revocation-check none

rsakeypair TP-self-signed-4181023096.server

crypto pki certificate chain TP-self-signed-4181023096
certificate self-signed 01
3082024F 308201B8 A0030201 02020101 300D0609 2A864886 F70D0101 04050030

1D88B296 19C52DA3 FB5006B8 E2982630 EA8750
quit
crypto pki certificate chain CA
certificate 04
308201BA 30820123 A0030201 02020104 300D0609 2A864886 F70D0101 05050030

quit
certificate ca 01
308201EE 30820157 A0030201 02020101 300D0609 2A864886 F70D0101 05050030

quit

crypto isakmp policy 2
encr 3des

hash md5

group 2

lifetime 3600

crypto isakmp identity dn

crypto ipsec transform-set mGuard esp-3des esp-md5-hmac

crypto dynamic-map SDM_DYNMAP_1 1

set security-association lifetime seconds 28800
set transform-set mGuard

set pfs group2

match address 103

crypto map SDM_CMAP_1 65535 ipsec-isakmp dynamic SDM_DYNMAP_1
interface FastEthernetO

ip address 194.56.123.14 255.255.255.128
ip access-group 102 in

crypto map SDM_CMAP_1

interface Vlanl
description $SETH-SW-LAUNCHS$SINTF-INFO-FE 2$$ES_LANS$$FW_INSIDES
ip address 192.168.222.1 255.255.255.0

access-list 102 permit udp any host 194.56.123.14 eq non500-isakmp
access-list 102 permit udp any host 194.56.123.14 eq isakmp
access-list 102 permit esp any host 194.56.123.14

access-list 103 remark SDM_ACL Category=4
access-list 103 remark IPSec Rule
access-list 103 permit ip 192.168.222.0 0.0.0.255 192.168.1.0 0.0.0.255
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5.9 Configuration Example (PSK)

The following lines display the IPsec relevant settings of the running configuration:

crypto isakmp policy 2
encr 3des

hash md5
authentication pre-share
group 2

lifetime 3600

crypto isakmp key test address 141.16.82.38
crypto ipsec transform-set mGuard esp-3des esp-md5-hmac

crypto map SDM_CMAP_1 1 ipsec-isakmp
description Tunnel t0141.16.82.38

set peer 141.16.82.38

set security-association lifetime seconds 28800
set transform-set mGuard

set pfs group2

match address 104

interface FastEthernetO

description $SES_ WAN$$FW_OUTSIDES$

ip address 194.56.123.14 255.255.255.128
ip access-group 102 in

crypto map SDM_CMAP_1

interface Vlanl
description $ETH-SW-LAUNCHS$SINTF-INFO-FE 2$$ES_LANS$$FW_INSIDES$
ip address 192.168.222.1 255.255.255.0

access-list 102 permit udp host 141.16.82.38 host 194.56.123.14 eq non500-isakmp
access-list 102 permit udp host 141.16.82.38 host 194.56.123.14 eq isakmp
access-list 102 permit esp host 141.16.82.38 host 194.56.123.14

access-list 104 remark SDM_ACL Category=4
access-list 104 remark IPSec Rule
access-list 104 permit ip 192.168.222.0 0.0.0.255 192.168.1.0 0.0.0.255

Document ID: 574219-229 Page 22 of 26



Configuring IPsec Tunnel Mode VPN between mGuard and Cisco 1812

6 Configuring the mGuard

Configuring the VPN connection on the mGuard requires the following steps:

e If X.509 certificates are used as authentication method: Import of the mGuard certificate

through the menu IPsec VPN -> Global, tab Machine Certificate.
e Configuration of the VPN tunnel through the menu IPsec VPN -> Connections.

6.1 Import of the mGuard Certificate

Click Browse.

Click Import.
Click Apply.

From the menu, select IPsec VPN -=> Global, tab Machine Certificate.

Select the PKCS#12 export of the mGuard certificate, in our example mGuard.p12.
Enter the Password which protects the certificate against unauthorized usage.

[¥ Note: If you don’t click Apply, the certificate won't be stored on the device.

6.2 Configuring the VPN Tunnel

e Select IPsec VPN -=> Connections from the menu and click New.
e Enter a descriptive name for the connection and click Edit.

6.2.1 General Settings

| ceneral || authentication || Firewall || IKE options |

Options
# descriptive name for the connection
Enabled

Address of the remote site's VPN gateway
(either an IP address, a hostname, or %any)
Connection startup

(will be ignored in Stealth Mode.)

Tunnel Settings

Connection type
Local network

Enable 1-to-1 NAT of the local network to an internal
network

Remote network

Enable 1-to-1 NAT of the remote network to a
different network

Cisco

Yes ™

194.56.123.14

|Tunnel (Met <-> Net)

|192.168.1.0/24

|192.168.222.0/24

e Enter as Address of the remote site’s VPN gateway the external IP address of the Cisco
device, in our example 192.56.123.14.
The mGuard should initiate the VPN tunnel. Therefore set Connection startup to Initiate.
Set Connection type to Tunnel (Net <-> Net) for an IPsec tunnel mode VPN connection.

Enter as Local Network the internal network IP of the mGuard, in our example

192.168.1.0/24.

e Enter as Remote Network the internal network IP of the Cisco device, in our example

192.168.222.0/24.

The other options are not relevant for this setup.

[ ]
e Switch to the tab Authentication.
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6.2.2 Authentication

6.2.2.1 Using Pre-Shared Secret Keys (PSK)

General |[ Authentication |[ Firewall || 1KE options |

Authentication

Authentication method Pre-Shared Secret (PSK) »
Pre-Shared Secret Key (PSK) shared_secret

VPN Identifier

Remote
Local VPN Identifier

e Set Authentication Method to Pre-Shared Secret (PSK).
e Enter the Pre-Shared Secret Key.
e Switch to the tab Firewall.

6.2.2.2 Using X.509 certificates

General Authentication I[ Firewall " IKE Options I

Authentication

Authentication method %.509 Certificate

X.509 Certificate

Filenarne (*.pem)

VPN Identifier

Remote

Local VPN Identifier

Set Authentication Method to X.509 Certificate.

Click Browse.

Select the export of the Cisco certificate, in our example Cisco.crt, and click Open.
Click Import.

Switch to the tab Firewall.

> Note: The mGuard uses as default the ASN.1 Distinguished Name (DN) of the certificate (e.g.
/CN=mGuard/C=de/O=Innominate/OU=Support) as VPN identifier. If another VPN identifier
should be used (e.g. hostname, email address or IP address), you can enter it into the fields
Remote and/or Local VPN Identifier respectively. Using another VPN identifier than the ASN.1
DN requires that the identifier is present in the certificate as Subject Alternative Name and that
the Cisco device is configured accordingly.
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6.2.3 Firewall

The VPN firewall allows restricting the access through the VPN tunnel. You may configure the VPN
firewall if desired. In the screenshot below all incoming and outgoing connections will pass through
the VPN tunnel (default settings).

€00 i[an v [lo.0.0.0/0 [ B | Jo.0.0.0/0 || EX | [Accept v | [default rule - pleal [No v |
Lag i or un cion ey
Outgoing

eOMi[a_vlfoooon o ffeooas Bl accept s fdefout e - i o v
Lag et or o atempt

e Switch to the tab IKE Options.

6.2.4 IKE Options

| General |[ authentication |[ Firewall ][ 1xe options |

ISAKMP SA (Key Exchange)

Encryption Algorithm
Hash Algorithm

1Psec SA (Data Exchange)

Dead Peer Detection

Action Hold (Default)
Delay
Timeout

Encryption Algorithm 3DES -

Hash Algorithm MDS et

Perfect Forward Secrecy (PFS) Yes ™

(The remote site must have the same entry, Activation is

recommended due to security reasons.)

Lifetimes

LSAKiP A i Gacande) C—

1P 5 Lstime (ssconds) a——

Fokeymaro o) C——

Rekeytus (ercent) o

Keyin s (0 means it i) —

reber o~
CO—

3

20

e ISAKMP SA (Key Exchange): Specify the Encryption and Hash Algorithm for phase I, in
our example 3DES/MD5.

o IPSec SA (Data exchange): Specify the Encryption and Hash Algorithm for phase Il, in
our example 3DES/MD5.

o Enable Perfect Forward Secrecy (PFS) if this option has also been enabled on the Cisco
device (refer to Perfect Forward Secrecy (PES) and IPsec SA Lifetime).

e Ensure that the lifetimes for the ISAKMP SA and the IPsec SA match the settings on the Cisco
device (refer to IKE Proposal and Perfect Forward Secrecy (PES) and IPsec SA Lifetime).

e Click Apply.
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7 Troubleshooting

You can retrieve information about the status of the VPN connection from the menus

IPsec VPN -> IPSec Status and Logging -> Browse local logs, option IPsec VPN.
Establishing a VPN connection consists of two phases: Phase | (ISAKMP SA) and phase Il (IPsec
SA). In case of a successful connection the status of ISAKMP and IPsec is established (menu
IPsec VPN -> IPSec Status).

Connection

'3“*“'” 141.16.82.38 184.56.123.14 STATE_MAIN_I4 (ISAKMP SA  STATE_QUICK_IZ (sent QI2, IPsec
192.168.1.0/24 192.168.222.0/24 established) SA established)
O=Innominate, OU=Support, ~ CN=Cisco, OU=Support,

CN=mGuard Selrnomingts Lifetime:1771s Lifetime: 271565

IPSec status of a VPN connection using X.509 certificates as authentication method

7.1 1SAKMP SA couldn’t be established

If the ISAKMP SA couldn’t be established then this could be caused by the following reasons:

Mismatched X.509 certificates or PSK.
e When using certificates:
= CRL is activated on the Cisco device but not configured (refer to Check Certificate
Revocation List).
= Mismatch of the used VPN identifier (refer to VPN Identifier).
e The mGuard is configured to use PFS but PFS is not enabled on the Cisco device (refer to
Perfect Forward Secrecy (PES) and IPsec SA Lifetime).
e Mismatched phase | (ISAKMP) policy parameters. Compare the ISAKMP SA (Key exchange)
settings (encryption and hash algorithm) on the mGuard with the settings on the Cisco device.
e The specified lifetime for the ISAKMP SA do not match on both devices.

7.2 1Psec SA couldn’t be established

If the ISAKMP SA could be established but not the IPsec SA, this could be caused by the following
reasons:

e Mismatched IPsec policy parameters. Compare the IPsec SA (Data exchange) settings
(encryption and hash algorithm) on the mGuard with the settings on the Cisco device.

e The specified lifetime for the IPsec SA do not match on both devices.
Mismatched VPN subnet parameters. Verify that the same subnets were specified for the local
and remote network on both devices.
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