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1 Introduction

This document describes the required steps to configure a VPN tunnel between the mGuard and the
Astaro V5/V6. We have used an mGuard v2.3.1 for this interoperability test.

The VPN tunnel will be initiated by the mGuard. This document describes the usage of the
authentication methods PSK (Pre-shared Secret Key) and X.509 certificates.

The following diagram illustrates the machines and addresses involved in the connection. Note that
we are in a virtual environment and therefore all used IP addresses are from the private address
space. The examples used in this document are taken from this setup.

1.1 mGuard in Router/PPPoE/PPTP mode

Internal
Network A
Ch
..___‘,’
0
) 7’ |
= ' mGuard
I i Router Mode
192.168.27.0/24 |

192.168.27.1 10.1.80.20, or

Extemal Network

VPN Tunnel

10.1.0.0/16

dynamic IP

Astaro

10.1.80.212

Internal
Network B

)

|

-
>

>

l

e

| 192.168.1.0/24

192.168.1.1

Scenario used for the setup of the VPN tunnel between mGuard (Router mode) and Astaro

We have selected for this setup 3DES as encryption algorithm and MD5 as hash algorithm for /KE

Policy and IPsec Policy.

For this setup the parameters for the VPN tunnel are as follows:

mGuard

Astaro

Remote VPN gateway

10.1.80.212

10.1.80.20 or dynamic

Local VPN subnet

192.168.27.0/255.255.255.0

192.168.1.0/255.255.255.0

Remote VPN subnet

192.168.1.0/255.255.255.0

192.168.27.0/255.255.255.0

IKE Policy, Encryption/Hash 3DES/MD5 3DES/MD5
IPsec Policy, Encryption/Hash | 3DES/MD5 3DES/MD5
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1.2 mGuard in Stealth mode

Stealth Mode

External Network Internal
Network B
ol — L
0 0
O > . Tl o
= ! VPN Tunnel E 1 '.-—!
e | Astaro | =
0 1m0 | i Lo
10.1.8020  nua 10.1.0.0/16 | 192.168.1.0/24

10.1.80212 192.168.1.1

Scenario used for the setup of the VPN tunnel between mGuard (Stealth mode) and Astaro

The mGuard is operated in Stealthh mode to protect a single entity, e.g. server, workstation, etc. In
contrast to the Router modes an internal network does not exist. In this case we need to use a virtual
transfer network as local VPN subnet which must not overlap with existing network IPs. In our
example we have used as virtual transfer network 172.16.106.0/24. You also need to define a virtual
IP on the mGuard which will be used by the client in Stea/t/h mode (e.g. 172.16.106.1). This IP
address will be used for accessing the client behind the mGuard through the VPN tunnel from internal
network B.
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10.1.80.212 192.168.1.1

Scenario used for the setup of the VPN tunnel between mGuard (Stealth mode) and Astaro
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2 Limitations

e Using pre-shared keys (PSK) is not possible if the mGuard has either a dynamic public IP address
or if the connection will be established across one or more gateways that have Network Address
Translation (NAT) activated. In those cases Aggressive Mode would be required which is not
supported by the mGuard in the current version. You should use X.509 certificates instead of PSK
or register the mGuard with a fixed name in a DynDNS service and specify this name as remote
peer on the Astaro.

e Astaro V5 does not support Dead Peer Detection (DPD).

3 Configuration of the Astaro

3.1 Network interfaces

In our example the network interfaces were defined as follows (menu Network -> Interfaces).

Current Interface Status

De

(Standard ethernet interface) 0.212 f 255.255.0.0

! j‘l
External
on ethl Gateway: 10.1.0.254
Internal (Standard ethernet interface) 192.168.1.1 f 255.255.255.0
on etho

3.2 Creating X.509 certificates

Follow the instructions in this chapter if you want to use X.509 certificates as authentication method.
You can create the required certificates on the Astaro. The following steps are required:

Create the CA.

Create a certificate for the Astaro.

Create a certificate for the mGuard.

Sign the Astaro and mGuard certificates with the CA.
Export of the certificates.

Define the Astaro certificate as local IPSec X.509 key.

Version 1.00 -6 -
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3.2.1 Create the CA

e Select IPSec VPN -=> CA Management from the menu.
e Click New in the Certificates Authority section.

® Generate Name: CA
Passphrase: !Eassword =
Key Size: 1024 Bits v
Country: _Germany v
State/Region: de

City/Locality: Berlin
Organization: |Innominate
Dept./Org.Unit: |Suppot

Common Name: |CA

E-Mail &ddress: i_suppnn@innominata.com

Select the option Generate.

Enter a descriptive Name for the certificate authority.

Enter a password in the Passphrase field.

Use the drop-down menus and entry fields from Country to E-Mail Address for entering the
identifying parameters.

e Click Start for creating the CA.

As result the CA is displayed.

i Please select action :: |%

Version 1.00 -7-
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3.2.2 Create a certificate for the Astaro

e Select IPSec VPN -=> CA Management from the menu.
e Click New in the Host CSRs and certificates section.

© Generate VPN ID: XS09DN |
CSR -
Name: |Astaro
Passphrase: password _
Key Size: 1024Bits v
Country: | Germany v|

State/Region: de

City/locality:  [Betn |
Organization: Innominate

Dept./Org.Unit:  Support

Common Name:  Astaro

E-Mail Address: | suppurl_@f_i_r;na minate. com

Select the option Generate CSR.

Set VPN ID to X.509 DN.

Enter a descriptive Name for the certificate.

Enter a password in the Passphrase field.

Use the drop-down menus and entry fields from Country to E-Mail Address for entering the
identifying parameter.

e Click Start for creating the certificate.

As result the Astaro certificate is displayed.

e Name W D
[] CSR+KEY Astaro *.509 DN from CERT/CSR body

3.2.3 Create a certificate for the mGuard

Repeat the previous step for creating the certificate for the mGuard. As result the mGuard certificate
is also displayed.

,SD DN from CERT/CSR bady

| | CSR+KEY mGuard %.509 DN from CERT/CSR body

2 Please select action o
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3.2.4 Sign the Astaro and mGuard certificates with the CA

e Select IPSec VPN -=> CA Management from the menu.

L,
W

=] ID
[v] CSR+KEY Astaro *.509 DN from CERT/CSR body
[ | CSR+KEY mGuard *.509 DN from CERT/CSR body

Issue CERT from CSR Signing CA Passphras | stad |

Select the Astaro certificate.
e Select the action Issue CERT from CSR.
e Enter as Signing CA Passphrase the password you have entered in the Passphrase field when

creating the CA.
e Click Start.

Repeat those steps for signing the mGuard certificate with the CA. As result both certificates are
marked with the blue information button.

] +KEY W 4staro *.509 DN from CERT/CSR body
Ver. CA: CA

| CERT+KEY W@ mGuard *.509 DN from CERT/CSR body
Yer, CA: CA
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3.2.5 Export of the certificates

The following certificate exports are required:

e Astaro certificate as PEM: This certificate needs to be imported on the mGuard as connection
certificate (menu VPN -> Connections).

e mGuard certificate as PKCS#12: This certificate needs to be imported on the mGuard as machine
certificate (menu VPN -> Machine Certificate).

Export of the Astaro certificate:

e Select IPSec VPN -> CA Management from the menu.

e Select the Astaro certificate.

e Select the action Download as PEM.

= The file download wizard appears which allows storing the certificate to the local system. The
certificate is exported as zip file which contains the files CERTIFICATE_*.pem and KEY_*.pem.
Only the file CERTIFICATE_*.pem needs to be uploaded on the mGuard as connection certificate.

Export of the mGuard certificate:

e Select IPSec VPN -> CA Management from the menu.
e Select the mGuard certificate.

e Select the action Download as PKCS#12.

CERT+KEY W) Astaro 09 DN from CERT/CSR body

Ver. CA: CA
[+] CERT+KEY n mGuard %.509 DN from CERT/CSR body
. Ver. CA: CA

| Download as PKCS#12 W

Enter the Export Password which protects the certificate against unauthorized usage.

Enter as Signing CA Passphrase the password you have entered in the Passphrase field when
creating the CA.

Click Start.

= The file download wizard appears which allows storing the certificate to the local system.

3.2.6 Define the Astaro certificate as local IPSec X.509 key

e Select IPSec VPN -> Local Keys from the menu.

Local IPSec X.509 Key

Local Certificate: | Astaro

Passphrase: \password

Select the Astaro certificate as Local Certificate.

Enter as Passphrase the password you have entered in the Passphirase field when creating the
Astaro certificate.

Click Save.

= As result the Astaro certificate is displayed as active key.
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3.3 Creating Pre-Shared Keys
Follow the instructions in this chapter if you want to use preshared keys as authentication method.

e Select IPSec VPN -> Remote Keys from the menu.

MNew Remote IPSec Key

Name: PSK_mGuard_Astaro

Virtual IP (optional ):
Key Type: | PSK
Preshared Key: shared_secret

VPN Identifier: Remote IP Address

Enter a descriptive Name for the remote key.
Set Key Type to PSK.

Enter the Preshared Key.

Click Add.

As result the remote key is displayed.

Remote Keys

Name Type

PSK_mGuard_Astaro PK IPV4_ADDR

Version 1.00 -11 -



VPN between mGuard and Astaro V5/V6

3.4 Definition of the remote endpoint and remote subnet

Once the certificates or PSK have been created, you need to create network objects for the remote
endpoint and for the remote subnet of the mGuard.

Note the following if the mGuard has a dynamic public IP address:

e If PSK shall be used then the mGuard needs to register its IP address with a fixed name in a
DynDNS service (refer to Limitations). In this case you need to define the remote endpoint of the
mGuard as described in chapter Definition of the remote endpoint (DynDNS).

e If certificates are used you don't need to define a network object for the remote endpoint of the
mGuard. In this case you can specify that the mGuard has a dynamic IP address when configuring
the IPSec connection on the Astaro.

3.4.1 Definition of the remote endpoint (static 1P address)
Perform this step if the mGuard has a static public IP address.

e Select Definitions -> Networks from the menu.
e Click New Definitions.

Network Definitions Total 9 entries A New Definition ... & || ¥ Filters

MName: mGuard_IP
Type: | Host
Address: 10.1.80.20
Comment: mGuard extemnal IP address

Add Definition

Enter a descriptive Name for the network object.

Set Type to Host.

Enter into the Address field the external IP address of the mGuard, in our example 10.1.80.20.
Click Add Definition.

3.4.2 Definition of the remote endpoint (DynDNS)
Perform this step if the mGuard registers its IP address with a fixed name in a DynDNS service.

e Select Definitions -=> Networks from the menu.
e Click New Definitions.

Network Definitions Total 13 entries A New Definition ... & || @ Filters 7
Name: |mGuard_byndNs
Type: | DNS hostname

Hostname:  mGuard.dyndns.org

Comment: mGuard DynDNS name

Add Definition

Enter a descriptive Name for the network object.

Set Type to DNS hostname.

Enter in the Hostname field the DynDNS name of the mGuard.
Click Add Definition.
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3.4.3 Definition of the remote subnet

e Select Definitions -=> Networks from the menu.
e Click New Definitions.

Network Definitions Total 10 entries A New Definition ... & 7 Filters 7
Name: mGuard_LAN

Type: _' Netwark

Address/Netmask: |192.188.27.0 |[acse ps-classey |

Comment: mGuard internal networdk
Add Definition

e Enter a descriptive Name for the network object.

e Set Type to Network.
e Enter in the Address field the network IP of the internal network of the mGuard and select the

corresponding Netmask.
¢ Click Add Definition.

Version 1.00 -13 -
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3.5 IPSec Policies

Astaro provides a couple of predefined IPSec policies. Select IPSec VPN -> Policies from the menu
for getting the list of available policies. Nevertheless we have created a new policy for adjusting the
ISAKMP SA and the IPSec SA lifetimes to the settings on the mGuard.

e Select IPSec VPN -=> Policies from the menu.
e Click New.

New IPSec Policy

Name:

Key Exchange:

|3DES_MDS

IKE

ISAKMP (IKE) Settings

IKE Mode:

Encryption Algorithm:

Authentication Algorithm

IKE DH Group:

SA Lifetime (secs):

Main Mode

3DES 165bit

| MDS 160bit

| DH Group 2 (MODP1024)

3600

IPSec Settings

IPSec Mode:
IPSec Protocol:
Encryption Algorithm :

Enforce Algorithms:

Authentication Algorithm:

SA Lifetime (secs):

Tunnel

=3

3DES-CEC 168bit

Off

MDS 160bit

28800

PFS: PFS Group 2 (MODP1024)

Compression: Off

e Set IKE Mode to Main Mode. Aggressive Mode is currently not supported by the mGuard.

e The selected Encryption and Authentication Algorithms for ISAKMP and IPSec must
correspond to the settings on the mGuard. In our example we have chosen 3DES and MD5.

e Also the specified SA lifetimes must correspond to the settings on the mGuard. The default
settings are for the ISAKMP SA lifetime 3600 seconds and for the IPSec SA lifetime 28800
seconds.

e If you enable PFS you also need to enable PFS on the mGuard.

e Turn off the Compression. IP compression is not supported by the mGuard.

e Click Add.
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3.6 Configuring the VPN connection

Select IPSec VPN -> Connections from the menu.

Enter a descriptive Name for the connection in the section New IPSec Connection.
Set Type to Standard.

After doing this, additional entry fields appear.

U e o o

New IPSec Connection

Name: VPN_mGuard_Astaro | | Add
Type: ' Standard il
IPSec Policy: '3DES_MD5 v
Auto Packet Filter: On v
Strict Routing: ' On v
Endpoint Definition
Local Endpoint:  External v
Remote Endpoint: mGuard_IP v

Subnet definition (optional)

Local Subnet: Internal (Network) %

Remote Subnet: mGuard_LAN v

Authentication of remote Station(s)

Key: ¥609: mGuard v

e Select the IPSec Policy you've created in chapter /PSec Policies.
e Specify the external interface of the Astaro as Local Endpoint.
e Enter as Remote Endpoint one of the following options:
o If the mGuard has a static public IP address, select the network object you've created in
chapter Definition of the remote enapoint (static IP address).
o If the mGuard registers its dynamic IP address with a fixed name in a DynDNS service,
select the network object you've created in chapter Definition of the remote enadpoint
(DynDNS).
0 Otherwise select >> Dynamic IP address <<.
Specify the internal network of the Astaro as Local Subnet.
Select as Remote Subnet the network object you've created in chapter Definition of the remote
subnet which specifies the internal network of the mGuard.
e Select as Authentication either the preshared key you've created in chapter Creating Pre-Shared
Keys or the mGuard certificate you've created in chapter Create a certificate for the mGuard.
e Click Add.

As result the VPN connection is displayed. The connection is inactive.

IPSec Connections
Name Type Lo 2T S Actions

Name
@ VvPN_mGuard_Astaro W standard External <-> Any t ) del

Click at the gray button right beside the red button for activating the connection.
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IPSec Connections
Narne Type

O vYPN_mGuard_Astaro 7] Standard External <-> Any
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4 Configuration of the mGuard

4.1 mGuard in PPPoE/PPTP/Router mode

Configuring the VPN connection on the mGuard requires the following steps:

e Configuration of the VPN connection through the menu VPN -> Connections.

e Import of the mGuard machine certificate (if certificates are used as authentication method)
through the menu VPN -> Machine Certificate.

4.1.1 Menu: VPN -=> Connections

e Select VPN -> Connections from the menu and click New.
e Enter a descriptive name for the connection (e.g. Astaro) and click Edit.

VPN > Connections > Connection Astaro

A descriptive name for the connection

Enabled

Addr of the site’s VPN g Y
{either an IP address, a hostname, or %:any)

Authentication method

Connection type

Connection startup
(Will be ignored in Stealth Mode.)

More IKE Options

Tunnel Settings
Local network address |192168.27.0

The appropriate local |255.255.2550

The virtual IP which will be used by the client in Stealth mode I192.1$6.1.1

Remote network address I192.166,1.0

The appropriat ote netmask |285.255.255.0

Firewall Incoming (untrusted port)

PR rooco | rome | womeon | o | oron | cion | ton |

s | | 2D D= B2 NN O
e o

Firewall Outgoing (trusted port)

EQy Protocol | Ffome | Fomport | tor |  Tofor | Adion [ Log |

M= | T D — IESGE)
P — o

e Enter as Address of the remote site’s VPN gateway the external IP address of the Astaro (in

our example 10.1.80.212).

e Set Authentication Method either to Pre-Shared Secret or to X.509 Certificate, depending
on the authentication method you want to use. Click Configure. If you use Pre-shared Keys then

enter the shared secret. Otherwise you need to import the Astaro certificate
(CERTIFICATE_*.pem).
Set Connection type to Tunnel (Net <-> Net) for a VPN tunnel connection.

e The mGuard should initiate the connection. Therefore set Connection Startup to Start
connection to ....

Version 1.00 -17 -
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e Tunnel settings:
©  Local network and netmask: These parameters specify the VPN subnet (internal network)
of the mGuard (in our example 192.168.27.0/255.255.255.0).
©  The virtual IP which will be used by the client in stealth mode: This entry is only
required if the mGuard is operated in Stea/th mode and will be explained in the next chapter.
© Remote network and netmask: These parameters specify the VPN subnet (internal
network) of the Astaro (in our example 192.168.1.0/255.255.255.0).
e Click Configure in the row More IKE Options.

VPN = Connections > Connection Astaro > More IKE Options

ISAKMP SA (Key Exchange)
Encryption Algorithm
Hash Algorithm

IPsec SA (Data Exchange)
Encryption Algorithm
Hash Algorithm

Perfect Forward Secrecy (PFS)
(The remote site must have the same entry. Activation is recommended due to security reasons.)

Lifetimes

ISAKMP SA Lifetime (seconds)

IPsec SA Lifetime (seconds)
Rekeymargin (seconds)

Rekeyfuzz (percent)

Keying tries (0 means unlimited tries)

Rekey

Dead Peer Detection
Action Hold (Defauit) v

Delay fs0 ]
Timeout I'|2|:| .

e The ISAKMP SA (Key Exchange), IPSec SA (Data exchange) as well as the Lifetimes must
correspond to the setting on the Astaro (/PSec Policy).
Click Back.
Click OK.

4.1.2 Menu: VPN -> Machine Certificate
This step is only required if you use certificates.

e Select VPN -> Machine Certificate from the menu.

VPN > Machine Certificate

pics#12 Fienane (o1

lew Certificate Password:

Click Browse.

Specify the PKCS#12 export of the mGuard certificate, in our example mGuard.p12.
Click Import.

When the import of the certificate is finished, click OK.
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4.2 mGuard in Stealth mode

As already mentioned in the /ntroduction of this document, we need to use a virtual transfer network
as local VPN subnet if the mGuard is operated in Stea/th mode. The configuration of the VPN
connection on the mGuard is the same as described previously except for the Tunnel Settings:

Tunnel Settings

Local network address 117216.108.0
The appropriate local netmask '_255.‘255.255.0
The virtual IP which will be used by the client in Stealth mode 17216.106.1
Remote network address 1921 581 D_
The appropriate remote netmask 12552552550

e Specify as Local network address the network IP of the virtual transfer network.

e Specify as appropriate local netmask the subnet mask of the virtual network.

e Enter as virtual IP which will be used by the client in Stealth mode the virtual IP of the
client, in our example 172.16.106.1. This IP address must be part of the virtual transfer network
and is used for accessing the client behind the mGuard through the VPN tunnel from the internal
network of the Astaro.

On the Astaro you need to use the virtual network when configuring the network object for the
remote subnet (refer to Definition of the remote subnet).
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5 Troubleshooting

You can retrieve information about the status of the VPN connection from the menus VPN -> /PSec
Status and VPN -=> VPN Logs.

Establishing a VPN connection consists of two phases: phase 1 (ISAKMP SA) and phase 2 (IPsec SA).
In case of a successful connection the status of ISAKMP and IPsec should be established (menu
VPN -> [Psec Status).

T T T
Hame

1018020 101.80.212
192168.27.0024 ¢ 1924681024 / STATE_MAIN |4 STATE_QUICK_2 (sert
Astarp, Cade, ST=de, L=Berlin, O=nnominate, C=de, ST=de, L=Berlin, O=nnominate, ('SAKWS? ocz.p;e;sa
OU=Support, CN=mGuard, QU=Support, CN=Astaro, :
E=support@innominate com E=supporti@innominate.com
=

VPN = IPsec Status

51

ISAKMP couldn’t be established

If the ISAKMP SA couldn’t be established then this could be caused by the following reasons:

52

mGuard in Steal/th mode: Check if there is a desktop firewall (e.g. WinXP Firewall) or a VPN Client
with integrated firewall (e.g. Checkpoint VPN Client) running on the client. The firewall must allow
ICMP echo requests. The mGuard sends an ICMP echo request to the client for obtaining the MAC
address of the default gateway before sending the request to the remote VPN gateway.

Check if User Password is enabled (menu Access -> Passwords). If this is the case the VPN
connection can only be established after entering the corresponding password. The login screen
appears on the web browser when trying to access any webpage through http.

Mismatched preshared keys or certificates.

The mGuard is configured to use PFS but PFS is not enabled on the Astaro.

Mismatched ISAKMP policy parameters. Compare the /SAKMP SA (Key exchange) settings on the
mGuard (menu VPN -=> Connection, More IKE Options) with the /PSec Policy settings on the
Astaro.

IPsec couldn’t be established

If the ISAKMP SA could be established but not the IPsec SA then this could be caused by the following
reasons:

Mismatched IPsec policy parameters. Compare the /Psec SA (Data exchange) settings on the
mGuard (menu VPN -> Connection, More IKE Options) with the /Psec Policy settings on the
Astaro.

Mismatched VPN tunnel parameters. Compare the 7unnel settings on the mGuard (menu VPN ->
Connection) with the specified subnets and endpoints (/PSec VPN connection) on the Astaro.
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