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1 Introduction

This document describes the required steps to configure a VPN tunnel between the mGuard and the
Check Point NGX (R60). We have used a Check Point NGX R60 (Build 244) and an mGuard v3.0.1 for
this interoperability test.

The VPN tunnel will be initiated by the mGuard. This document describes the usage of the
authentication methods PSK (Pre-shared Secret Key) and certificates.

¥ Note: Configuring a VPN using PKI and certificates is considered more secure than using pre-
shared secrets.

The following diagram illustrates the machines and addresses involved in the connection. Note that
we are in a virtual environment and therefore all used IP addresses are from the private address
space. The examples used in this document are taken from this setup.

1.1 mGuard in Router modes (Router/PPPoE/PPTP)

Internal Extemal Network Internal
Network A Network B
Ch =0
..__‘,’ ..____’
= - 0
r »

e " ﬁ: -:— e
| 7’ ; VPN Tunnel ; C Lo
= | mGuard | | Check Point: =
i | Router Mode | i NGX (R60) i )
192.168.27.0/24 | | 10.1.0.0/16 = | 192.168.1.0/24
192.168.27 1 10.1.'80.20 10,1,90.200 192‘1.63‘1‘1

Scenario used for the setup of the VPN tunnel between mGuard (Router mode) and Check Point NGX

We have selected for this setup 3DES as encryption and MD5 as hash algorithm for /SAKMP Policy and
IPsec Policy. For this setup the parameters for the VPN tunnel are as follows:

mGuard Check Point NGX
Remote VPN gateway 10.1.80.200 10.1.80.20 or dynamic
Local VPN subnet 192.168.27.0/255.255.255.0 192.168.1.0/255.255.255.0
Remote VPN subnet 192.168.1.0/255.255.255.0 192.168.27.0/255.255.255.0
IKE Policy, Encryption/Hash 3DES/MD5 3DES/MD5
IPsec Policy, Encryption/Hash 3DES/MD5 3DES/MD5
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1.2 mGuard in Stealth mode

Extemal Network Internal
Network B

=L
r =

Stealth Mode

_:‘! VPN Tunnel cneckpointi —i}

| NGX (R60) | e

- 1018020 | g -
10.1.8020  mcuan 10.1.0.0/16 | 192.168.1.0/24

101.80200  192.168.1.1

Scenario used for the setup of the VPN tunnel between mGuard (Stealth mode) and Check Point NGX

The mGuard is operated in Stealth mode to protect a single entity, e.g. server, workstation, etc. In
contrast to the Router modes an internal network does not exist. In this case we need to use a virtual
transfer network as local VPN subnet which must not overlap with existing network IPs. In our
example we have used as virtual transfer network 172.16.106.0/24. You also need to define a virtual
IP on the mGuard which will be used by the client in Stea/th mode (e.g. 172.16.106.1). This virtual IP
address is used to access the client behind the mGuard through the VPN tunnel from internal network
B.

Extemal Network Internal
10.1.0.0/16 Network B
1 o
> ol

— ﬁi ' =

= ] VPNTunnel | Checkpoint! [ )

i NGX (R60) ! ~

) 1111 ' 10.1.80.20 ' =0) .

= S
10.1.80.20

mGuard

172.16.106.1 Stealth Mode 192.168.1.0/24

Virtual Network
172.16.106.0/24

|
|
|
i
|
i
'
|
|
i
i
|
0
i
'
|
|
|
|
I}
|
i}
"

10.1.80.200 192.168.1.1

Scenario used for the setup of the VPN tunnel between mGuard (Stealth mode) and Check Point NGX
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2 Limitations

e Using pre-shared keys (PSK) is not possible if the mGuard has either a dynamic public IP address
or if the connection will be established across one or more gateways that have Network Address
Transiation (NAT) activated. In those cases Aggressive Mode would be required which is not
supported by the mGuard in the current version. You should use certificates instead of PSK. Apart
of this the Check Point NGX requires to use certificates if the external interface’s IP address of the
remote peer is assigned dynamically by the ISP.

e Dead Peer Detection (DPD) is not supported by the Check Point NGX.

3 Certificates

The Check Point already has a CA which is called /internal_ca. We can't use this CA because it is not
possible to create a new certificate for the mGuard signed by this CA and it is also not possible to
export the private key of this CA. Therefore we need to use a separate tool for creating a new CA and
the required certificates. There are several tools available for creating and managing certificates, as
for example OpenSSL and XCA. We have used the tool XCA v0.5.1. You can download this tool from
http://www.hohnstaedt.de/xca.html. The documentation is located at http://xca.sourceforge.net/.

¥ Note: If you do not specify a directory when exporting a certificate with XCA then the export is
located in the XCA installation directory.
The Check Point always uses an IP address as VPN identifier. As far as we could see during the
interoperability test it is not possible to configure the Check Point to use a FQDN or a
distinguished name as VPN identifier. This needs to be considered when creating the Check Point
certificate because the IP address must be present as subject alternative name in the certificate.

The following certificates are required:

e The CA as PEM export. The CA needs to be imported on the Check Point and is also used for
signing the mGuard and the Check Point certificates.

e The Check Point certificate (signed by the CA) as PEM export. This certificate needs to be
imported on the Check Point as host certificate and on the mGuard as connection certificate.

e The mGuard certificate (signed by the CA) as PKCS#12 export. This certificate needs to be
imported on the mGuard as machine certificate.

3.1 Create and export the CA with XCA

Create the CA

e Start the program XCA.

e Switch to the Certificates tab, click New Certificate and then Next.

e Select the option Create a self signed certificate with the serial, select CA Template and
click Next.

e A new key needs to be created. Enter a descriptive name for the key (e.g. CA_Key) and click
Create.

e Use the entry fields from Internal Name to E-Mail Address for entering the identifying
parameters. Click Next.

e Enter into the field Time Range the lifetime of the CA, click Apply and then Next.

e Now you only need to confirm the appearing input masks by selecting Next until the certificate
has been created.

Export of the CA as PEM

e Select the CA and click Export.

e Chose PEM as Export Format and click OK.
In our example we have named the file CA.crt.
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3.2 Import the CA on the Check Point

e From the menu, select Manage -> Servers and OPSEC Applications....
e Click New and select CA -> Trusted... from the menu.

Certificate Authority Properties - CA 4]  Enter a descriptive Name and set Certificate Authority
Type to OPSEC PKI.
e Switch to the tab OPSEC PKI.

General | OPSEC FPEI | Advanced|

Name: [ca

Comment: [CA created nith XCA

Cobr I
Centifcate Authoriy Type: | OPSEC PKI v

E ............. o J [ Abbrechen | [ bile ]

Certificate Authority Properties - CA 7l ¢ Disable the options in the Retrieve CRL From section
e b T e (we don’t use the CRL in this interoperability test).
[ ' ' ' o Click Get.

(] lcrietosly dvol comiinte e Load the CA you have created in the previous chapter (in

our example CA.crf). You'll be prompted to accept the
Certificate Authority certificate.
Certilicate e Switch to the tab Advanced.
E :::1 u‘;‘eeCFAwC;rtg:i from a hle:[obtamed m
View the Ceitificate ‘

Save CA Ceitificate to file (to be
sent to other Pw Administrators)

Retrieve CRL From
[CILDAP Serverfs) (Requires an LDAP Account Unit)

e Disable CRL caching (we don't use the CRL in this

| General | DPSEC PKI | Advanced . gfslzogeKrablllty teSt)'

Certificate Authority
|:| Allow only certificates from the lsted branches

0K | | Abbiechen | | Hile |
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Servers and OPSEC Applications @

Servers and OPSEC Applications:
Show: _AII v
iz '

a& internal_ca

C4 created with XCA

| New.. ',|[ Remove ][ Edit... ]

[ Close ” Aclions... ” Help ]

The imported CA is displayed.
Click Close.

3.3 Create an export a certificate request on the Check Point

Certificate Mickname: _[he.ckpuht

Certificate Creation
CA to envoll from : i& CA v
Key pair generation and storage

(%) Store keys on the SmartCenter Server server

() Store keys on the Module

[ ok | | cancel | [ Hew |

Generate Certificate Request IXJ

Certificate Request

Fillin the DN and press DK for the Certificate Request
generation

DN: CN=Checkpoint C=de.L=Berlin.5T=German

[] Define Altermate Mames

[ ok | [ cancd | [ Hew |

Version: 1.00

From the menu, select Manage -> Network Objects....
Select the Check Point network object and click Edit.

Ensure in the General Properties page that the Check Point Product VPN is enabled.
Switch to the VPN page and click Add in Certificate List.

Certificate Properties @ °

Enter a name for the certificate.

Select as certificate authority the CA you've imported in

the previous step.
Click Generate.

Enter the distinguished name (DN) of the certificate (in
our example we have used CN=Checkpoint, C=de,
L=Berlin, ST=Germany, O=Innominate, OU=Support,

Email=support@innominate.com).
Click OK.

Doc-1d: 571009-164
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Certcates Lis e The certificate request is displayed in the Certificate List.
L T——E T T(? export the request, highlight the request and click
defaudCeit  CNacheckpoint VPN Cestii..  intemal ca View.

l Add. ] [ Wiewy.. ] | Bemave J

e Click Save To File... and save the certificate request to

ST e - the local system. In our example we have named the file

MIIB1TCCAT4CAQAWGZY I TABokqhkiGSWOBCQEWFnN Checkpoint.req.
Z55ib20xE 2ARBgNVBAsT CklubmStawShdGLIKEzARBgNY
EDAOBgNYBAgGTBOdlcm1hbnkxDzANB ghYBACT Bk lcmsxg
EzARBgNVBAMTCkNaZwNicGIpbnlwgZ0wDOYIKaZlh
ADOIKKLDCy2PadM2EKiPK IqexIBE7)wd204g02hb0S Y
bZEZCE TPUsOmdkluBEcYORlpig-+|zHNYkaMpcil 2u1 Gy
Wa20KE wigSIPhchiG 9B 2F vhwrd 3oP T w7CxT 0fahw 3midind
ADEFBOADGYEAI GNAGEBYXT phC2u7SS /LoSi28nilvl 5

< >

| Copy to Clipboard I [ Save toFile... ]

[ ok i[ Help ]

3.4 Sign the Check Point certificate request with the CA

e In XCA, switch to the Certificate signing requests tab.

Click Import and import the certificate request of the Check Point you have created in the

previous step (in our example Checkpoint.req).

Make a right click at the imported certificate request and select Sign.

Click Next.

Enable Use this certificate for signing and select the CA you've created in step 1. Click Next.

Enter into the field Time Range the lifetime of the certificate, click Apply.

Enter into the field subject alternative name the external IP of the Check Point, using the

format IP:<IP Address>. In our example we have entered /P:10.1.80.200. Click Next.

e Now you only need to confirm the appearing input masks by selecting Next until the certificate
has been signed.

e Switch to the tab Certificates. The signed certificate of the Check Point is located beneath the
CA.

3.5 Export of the signed Check Point certificate

e Switch to the tab Certificates.

e Select the signed certificate of the Check Point which is located beneath the CA and click Export.
e Chose PEM as Export Format and click OK.

In our example we have named the certificate Checkpoint.crt.

This export needs to be imported on the Check Point and on the mGuard as connection certificate.

3.6 Import of the certificate on the Check Point

e From the menu, select Manage -> Network Objects....

e Select the Check Point network object and click Edit.

e Switch to the VPN page, highlight the Check Point certificate request in the Certificates List, click
Complete and load the signed Check Point certificate. You'll be prompted to accept the
certificate.
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3.7 Create the mGuard certificate and export it as PKCS#12

Create the certificate for the mGuard

e Switch to the Certificates tab, select the CA and click New Certificate.

e Click Next.

e Ensure that Use this certificate for signing is selected and that the CA is selected in the drop-
down box.

e Set Template for the new certificate to Client Template and click Next.

e Enter a Name for the New Key if prompted and click Create.

e Use the entry fields from Internal Name to E-Mail Address for entering the identifying
parameters. Click Next.

e Enter into the field Time Range the lifetime of the certificate, click Apply and then Next.

e Now you only need to confirm the appearing input masks by selecting Next until the certificate
has been created.

Export of the mGuard certificate as PKCS#12

e Highlight the mGuard certificate which is located beneath the CA and click Export.

e Set Export Format to PKCS#12 and click OK.

e You'll be prompted to enter a password which protects the certificate against unauthorized usage.
In our example we have named the file mGuard.p12.

This certificate needs to be imported on the mGuard as machine certificate (menu VPN -> Machine
certificate).
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4 Configuring the Check Point NGX
We have used the Check Point Smart Dashboard for configuring the device.
4.1 Interfaces

The interfaces were configured as follows:

Fa
Network Connections

| New ¥ ] [ Delete ]| Enable J| Disable |
::'iame "'“‘!-T_\.lpe_ ]Hddress _lNetmask |Status Details
[ etho Ethernet 19216811 2552552550 @ up

[ et Ethernet 10.1.80.200 25525500 @ up

ethOis the internal interface, et/1 the external. This also needs to be specified in the network object
definition of the Check Point. To do this:

e From the menu, select Manage -> Network Objects....
e Select the Check Point network object and click Edit.
e Switch to the Topology page.

Check Point Gateway - checkpoint 3] ¢ Select the first interface, click Edit and
v sr[:])eufy in tr;e tgb Top?/_ogy, ;f this is
6 Topology
o the external or internal interface.
g T A T e ] e Repeat Fhe previous step for the
.'f::’::;ﬁ':;m ok I LTSS 2R SRR = N etwork second interface.
Copaoks Onlortosion e Click OK.
+ Advanced
_< >
| add. | |_Edt. | | Bemove | | show.. |
VPN Domain
(3) ANl IP Addresses behind Gateway based on Topology infomation.
) Manualy defined

I Sel domain for Remote Access Communily ...

ok | [ cencel | [ Hep |

Version: 1.00 Doc-1d: 571009-164 Page 11 of 24
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4.2 Global properties

e From the menu, select Policy -> Global Properties.

e Switch to the VPN page.

+ Fiewsl VEN
HAT - Network Addies PN Configurstion method
Authentication
& VPN ‘when configuring VPN, appl:
WPN-1 Edge/Embedde
# Remote Accers () Simplfied mode 1o all new Security Policies (R
SmaitDirectory [LDP) Setup VPH communities.
Qo5
Smaitdap
Useuthoty (© Tiaiitonal mods 1o 3 new Secusiy Posces]
Management High Ave Setup with Enciyption Rules.
ConnectContiol
O5E - Dpen Security E
Stateful Inspection (O Traditional or Simplfied mode per new Secusly Policy.
# Log and Alett
g;ﬁ:?ﬂw‘* Note: VPN configuralion wil be appled to new policies oriy
SmartCenter Access

Mon Unique |P Addies
# SeartD ashboasd Custe

[ ok

J [ cmeel ] [

Help

Global Properties

3 Faswal VPN - IKE [Phaze 1)
HAT - Network Addres
Augthenbicabon

+ VPN Support enciypbon algonthms:
VPN Edge/Embedde

= Remote Access

VPN - Basic

WPN - Advanced

VPN - IKE [Phase

VPN - IPSEC (Pha Use encryption algosith

Certificates

Secure Configurati

S5L Network Exte

Eary Versions Con Suppart Data Integrly:

Hot Spol/Hotel Re
SmanDieectory (LDAP)
0es
Smarthap
Userduthority
Managemeri High Ave
ConnectControl Support Diffie-Helman groups:

Uize Data Integnty:

OSE - Open Secunty E
Shateful Inspection
# Log and Alert
R ing T ool
DrER o Use Dife-Helman group
SmanCenter Access
Non Unique IF Addres
SmartDashboard Custe

< >

IDES
I30ES

[JAES128
AES-256

3DES

WIMDS
WSHAT

MDS
[JGroup 1 (763 bi)

[1Group 14 [2048 bit)
WiGroup 2 (1024 ba)
U asim BB L

Group 2 (1024 ba)

[T

] [concel ] [

Help

Enable Traditional mode to all new
Security Policies.

Switch to the Remote Access ->
VPN — IKE (Phase 1) page.

Enable in the section Support
encryption algorithms the
encryption algorithms that will be
supported with remote hosts. In our
example we want to use 3DES.
Therefore 3DES must be enabled.
Choose in the section Use
encryption algorithms the
encryption algorithm that will have the
highest priority of the selected
algorithms. If given a choice of more
than one encryption algorithm to use,
the algorithm selected in this field will
be used.

Select in the section Support Data
Integrity the hash algorithms that
will be supported with remote hosts to
ensure data integrity. In our example
we want to use MD5. Therefore MD5
must be enabled.

e Choose in the section Use Data Integrity which hash algorithm will be given the highest priority
if more than one choice is offered.

e Verify that Group 2(1024 bit) is enabled in the section Support Diffie-Hellman groups and
select this group in the section Use Diffie-Hellman group.

e Switch to the Remote Access -=> VPN — IPSEC (Phase 2) page.

Version: 1.00
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Global Properties

& Firewal VPN - IPSEC [Phase 2]
MAT - Network Addres
Authentication

* VPN

VPN-1 Edge/Embedde

Remote Access

VPN - Basic

VPN - Advanced

VPN - IKE [Phase
VPN - IPSEC [Pha

LUizer Encayption Properties
Enciyplion Algorth DES

[Data Integrity: MDS

Secure Configuiati
55L Network Exte
Eary Versions Con
Hot Spot/Hotel Rie
SmantDirectony LDAF)
oS
Smaithap
Usarduthorily
Management High Ave
ConnectContiol
0SE - Open Secuily E
Statefud Inspection
# Log and Alert
Repoiting Tools
OPSEC
SmatCenter Access
Hon Unique IP Addies
# SmaitDashboard Custe

< >

[#] Enfosce Encryplion Algosithm and Data Integnty on all users

Mote: This global enforcement apphes to NG FP2 and higher Modules,
Cerificstes and ovesrides user specific Enciyption Algonthm and Data Integity selfings.

Global Properties

& Firewal Certificates

HAT - Network Addres
Authenfication

5 VPN [] Chent wil verily gateway's ceslificate agains!
VPN-1 Edge/Embedde
Remote Access
VPN - Basic
VPN - Advanced
VPN - IKE [Phase
VPN - IPSEC [Pha
Cedificates
Secure Configuati
55L Network Exte
Eary Versions Con
Hot Spot/Hotel Rie
SmantDirectony [LDGF)
oS
Smaithap
Usarduthorily
Management High Ave
ConnectContiol
0SE - Open Secuily E
Statefud Inspection
# Log and Alert
Repoiting Tools
OPSEC
SmatCenter Access
Hon Unique IP Addies
# SmartD ashboard Custe

< >

[] Benew users intemal CA Cartificates

Lo ]|

Concel | [ Hep |

4.3 Create a new policy package

e From the menu, select File -= New.

New Policy Package Name: PN_miGuard_Checkpoint
Inchade the folowing Policy types

[#] Securiy and Address Transtation
Q08

[[] Deskiop Secunty

ok [ conce J[ Heo |

Version: 1.00

Specify the Encryption Algorithm
and Data Integrity (hash algorithm)
which shall be used for the IPsec
security association (SA) negotiation,
in our example 3DES and MD5.
Switch to the Remote Access ->
Certificates page.

We don’t want to verify the certificates
against the certificate revocation list
(CRL) in this interoperability test.
Therefore we have disabled this
option.

Enter a descriptive name for the policy package.
Enable Security and Address Translation.

Click OK.

Doc-1d: 571009-164
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4.4 Configure network object for the internal networks

4.4.1 Check Point

e From the menu, select Manage -> Network Objects....
e Click New and select Network from the menu.

Network Properties - LAN_CheckPaoint 3] o

General | NAT
Mame: LAN_CheckPoint
Network Address: | 192.168.1.0
Met Mask: 255.255.255.0
Commenit: Intemal network Checkpoint
Color: I
Broadcast address:
® Included O Not included
[ ok | [ Abbiechen | [ Hire

4.4.2 mGuard

Enter a descriptive Name for the network
object.

Enter into the field Network Address the
network IP of the internal network of the
Check Point, in our example 192.168.1.0.
Enter into the field Net Mask the
corresponding subnet mask, in our example
255.255.255.0.

Click OK.

e From the menu, select Manage -> Network Objects....
e Click New and select Network from the menu.

Network Properties - LAN_mGuard @ b

General | NAT

Mame: LaN_mGuard
Network Addriess; |192.168.27.0
Net Mask: 255,255,255.0

Comment; Internal network. mGuard

Enter a descriptive Name for the network
object.

Enter into the field Network Address the
network IP of the internal network of the
mGuard, in our example 192.168.27.0.
Enter into the field Net Mask the
corresponding subnet mask, in our example
255.255.255.0.

Color: N
Broadcast addres.s:: ° CIICk OK.
(® Included (O Mgt included
[ ok ] | Abbrechen ] [ Hilfe
Version: 1.00 Doc-1d: 571009-164 Page 14 of 24
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4.5 VPN configuration on the Check Point network object

e From the menu, select Manage -> Network Objects....
e Select the Check Point network object and click Edit.

Check Point Gateway - checkpoint 3] ¢ Switch to the VPN page and click
TP YW Traditional mode configuration.
+ loﬂrdbgs- This module participates in the folowing VPN Communities:
HA
SR VPN
# Remote Access
Authentication
2] Logsar\dMe\.leus.
& Ao Caee ]
Certificates List
Mickname DN Certificate Authority
Checkpoint  CN=Checkpoint C=de L=Be.., CA
defaullCet  CN=checkpoint VPN Cetifi.. intemal_ca
< >
[ Add... ] l View... ] [ Bemove |
Lok J [ cocel J[ Heo |
Traditional mode IKE properties 4] ¢ Specify the supported encryption method used for
General | key exchange.
Suppot key exchange encryplion with: -~ Support dets ntegity wilk e Specify the supported data integrity method used
MIEIES & @Mos in the IKE negotiation.
OE] ses-128 . . . .
B aes-2s £ EIsHAL e Select either Public Key Signature for using
e _ certificates or Pre-Shared Secret for using PSK as
SS;:;Z:S:JW authentication method. If you use Pre-Shared
i . Secret then you don't need to click Edit Secret for
[¥] Public Key Signatures -—s ify... o i .
— specifying the shared secret. This will be done later
[ Exprtatie o S minta/iacinsCinn when configuring the network object for the
mGuard.
e When using certificates, click Specify.
[ ok | [ sbbechen | [ H¥e |

Allowed certificates @

When negotiating with a locally managed peer gateway:

Certificate Authority:

(3) The gateway can use any of its certificates.
(O The gateway must use a certificate issued by this

Version: 1.00

Doc-1d: 571009-164

Enable the option The gateway can use any of
its certificates. This is important if there are
already configured VPN connections on the device
which use certificates signed by the internal ca.
Note that the mGuard will use the Check Point
certificate signed by the CA which was previously
imported.

Click OK.
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e Click Advanced in the T7raditional mode IKE properties window.

Traditional mode advanced IKE properties E] °

Support Diffie-Hellman groups for IKE [phase 1] Secusity associations

[Group 1 (768 bit) ~ °
[JGiroup 14 (2048 bit)
w|Group 2 (1024 bit)
Rekeying Parameters
Renegotiate IKE [phase 1) Secuily associations every 60 = | Minutes
Renegotiate [Psec IKE phase 2) Securly associations every  |28800 & | Seconds .
[] Renegatiste IPsec [IKE phase 2) Secuilty associations every | KBytes
Misc
[ Support aggressive mode

(o ] [ concea | [ B |

Specify the Diffie-Hellman group for the IKE
SA, in our example Group 2 (1024 bit).
Adjust the lifetimes of the ISAKMP SA (=IKE
phase 1) and IPsec SA to the settings on the
mGuard. The default settings on the mGuard are
3600 seconds for the ISAKMP SA and 28800
seconds for the IPsec SA.

Click OK.

The Traditional mode advanced IKE properties
window is closed.

Click OK for closing the Traditional mode IKE
properties window.

As already mentioned before, the Check Point uses an IP address as VPN identifier. The IP address
that will be used needs to be defined in the Link Selection.

e Switch to the VPN -> Line Selection page.

Check Point Gateway - checkpoint @ [ ]

Enable Always use this IP address.

e Enable Selected address from
topology table and select the IP
address of the external interface.

e Click OK.

General Properties Link Selection
T
1 N:c;olow IP Selection by Remote Peer
= VPN Locally managed VPN peers will determine this gateway's IP address using one
VEN Advanced of the fallowing methods:
Link Selection (%) Always use this IP address:
+ Remote Access :
Authenlication s
# Logs and Masters (® Selected address from topology table: | 10.1.80.200
Capacily Optimization
i O Staiicaly NATed P
() Calculate IP based on netwoik topology
(O Use DNS resobving
() Use a pioking method:
Dutgoing Froute Selection
Determine the outgoing interface using one of the following methods:
‘When initiating a lunine!
(3) Dperating system routing table
(O Route based probing
‘When responding to a remotely initiated tunnel
Tracking
Outgoing fink tracking: MNone
[ ok | [ cancel | [ Hep
Version: 1.00 Doc-1d: 571009-164
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4.6 Configure the interoperable device (mGuard)

e From the menu, select Manage -> Network Objects....
e Click New and select Interoperable Device... from the menu.

+  Enter a descriptive Name for the

P i e device.
enetal Properties . .
Topkoy - — e If the mGuard has a static public IP
’ - = address, enter it into the field 1P
s 1018020 Get addess | (] Dynamic Address ! . .
= - address. Otherwise select Dynamic
Commeni: mGuard VPN Gateway
Address.
Colar: I
[ ok ) [ cace | [ Hep
4.6.1 Configuration of the interfaces
e Switch to the Topology page and click Add.
Interface Properties 3] e Enter a descriptive Name for the internal interface.
Generdl | Topology| e Enter the IP Address and the corresponding Net Mask

of the internal interface of the mGuard, in our example

- o 192.168.27.1/255.255.255.0.
IP Addeess: 192168.27.1 -
Kothisine —— e Switch to the Topology tab.

Mate: the interface name must exactly match the
name the operating system uzes for this interdface.
See help for further information.

[ 0K I [Abbted!en J [ Hife
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inierface Einpeyties 3l « Select Internal and Network defined by the
| General | Topalogy interface IP and Net Mask.
Topology e Click OK.

(O Extemnal (leads out to the intemet)
(® Intemal (leads to the local network)
IP Addeesses behind this interface:
() Mot Defined
(@ Network defined by the interface IP and Net Mask
© Specific:

[ ok [ abbrechen | [ Hite

The previous steps need to be repeated for configuring the external interface:

e In the Topology page click Add.

e Enter a descriptive Name for the external interface.

General | Topology o |If the mGuard has a static public IP address, enter the IP
Address and the corresponding Net Mask of the
e e external interface, in our example
IP Address: 10.1.80.20

10.1.80.20/255.255.0.0.
e If you have specified in the General Properties page,
that the mGuard has a dynamic address, the option
e Dynamic IP is displayed. Select this option if the

Net Mask: 265.255.00

o b b mGuard has a dynamically assigned IP address.
e Switch to the Topology tab.
[ ok | [ Abbrechen | [ Hite |
Interface Properties 3] ¢ Enable External and click OK.
General | Topology
Topology

© Extemal (leads ou to the intermet]
(O Internal (leads to the local network)

[ ok ] [[Avbrechen | [ HEe |
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4.6.2 VPN configuration

e Switch to the VPN page and click Traditional mode configuration.

Traditional mode IKE properties El °

General

Suppoet key exchange enciyption with
EE s0es ~
OE aes-128

OB aes-258
=l

[ o5
OsHar

w

Suppoet suthentication methods:

Support data mbegrity wth

] Bre-Shared Secret
[] Public Key Signatures Set Matching Criteria in the VPN page
I 0K I I Abbrechen l Hile

Specify the supported encryption method used for key
exchange, in our example 3DES.

Specify the supported data integrity method used in the
IKE negotiation, in our example MD5.

Select either Public Key Signature for using certificates
or Pre-Shared Secret for using PSK as authentication
method.

The following two steps are only required when using PSK:

e Click Edit Secret.

Shared Secret [zi
Shared Secrets List:
Peer Name Shared Secret
St
[ ok ] [ cowe | Help

Shared Secret @ o

Shared Secrets List

Peer Name Shared Secret

B
Enter secret: | shared_secret ESE

[ ok ] [ cance ] [ tew

Highlight the Check Point object.
Click Edit.

Enter the shared secret.
Click Set.
Click OK.

e Click Advanced in the Traditional mode IKE properties window.

Traditional mode advanced IKE properties rz'l °

Suppot Dilfie-Helman groups for IKE [phase 1) Security associations
JGroup 1 (768 bi) ~
Group 14 [2048 bt)
¥ Group 2 {1024 b}
Rekeying Parametern
IKE [phate 1] Secusty
Renegotiste [Pec IKE phase 2) Secusly astocialions evely
[C] Renegoliate |Psec IKE phass 2) Secuily association: every

Misc
[ Support aggressive mods

B0 % Minutes
26800

l 0K, I Cancel

Help

Version: 1.00
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Specify the Diffie-Hellman group for the IKE SA, in our
example Group 2 (1024 bit).

Adjust the lifetimes of the ISAKMP SA (=IKE phase 1) and
IPsec SA to the settings on the mGuard. The default
settings on the mGuard are 3600 seconds for the ISAKMP
SA and 28800 seconds for the IPsec SA.

Click OK.

The Traditional mode advanced IKE properties window
will be closed.

Click OK for closing the Traditional mode IKE properties

window.
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This step is only required when using certificates:

4]  Inthe VPN page click Matching Criteria.
Gateway must present a cerlficate issued by CA: e Select the CA you have created with XCA and uploaded to
' the Check Point in chapter /mport the CA on the Check

Certificate Matching Criteria

iz ca v .
' Point.
The cettiicate should match any of the following: e Enable DN and enter the distinguished name (DN) of the
DN [CNemGuord CodeL=Berin ST =Gemany,0! | mGuard certificate, in our example CN=mGuard, C=de,
[P Address : L:B(_erlin, ST:Germany_, O=Innominate, OU=Support,
Olena Er_na|l—support@lnnomlnate.com.
e Click OK.
[ R el e

4.7 Configure the policy rule

e From the menu, select Rules -> Add Rules -> Top.

ﬂ NAME SOURCE DESTINATION SERVICE m
. 4 | VPN mGuard @ mGuard 7 m checkpoint Any e Encrypt
Checkpoint 4k LaN_mGuard 4k LAN_CheckPoint

Make a right click at the NAME entry, click Edit and enter a descriptive name for the policy rule.
Make a right click at the SOURCE entry, use the option Add to add the network objects of the
mGuard and of the mGuard LAN.

e Make a right click at the DESTINATION entry, use the option Add to add the network objects of

the Check Point and of the Check Point LAN.
Make a right click at the ACTION entry and select Encrypt.
Make a double click at Encrypt, verify that IKE is selected and click Edit.

IKE Phase 2 Properties @ hd

Finally you need to install the policy:

Specify the encryption and hash algorithms for

g IKE Phase 2. Those values must correspond to
Eneral .
i the settings on the mGuard (menu VPN ->
, - Connections, More IKE Options, 1Ssec SA (Data
Encryption Algorithm: |3DES | E)(change)) .
Data Integiily 'MD5 v/ e Select as Allowed Peer Gateway the network
Compression method: [Narie 3| object of the mGuard.
_ . e If required, enable Use Perfect Forward
fllowed Peer Gateway: @ mGuard | i
. Secrecy and specify Group 2. If you enable
L6 Petact Fraviaec Saciacs PFS on the Check Paint then you also need to
Use DH Group: | Group 2 (1024 bit) v| enable this option on the mGuard (menu VPN -
> Connections, More IKE Options).
[[] Perform IP Pool NAT ° Click OK.
[ ok | [ abbrechen | [ Hite |

e From the menu, select Policy -> Install and confirm the appearing screens.

Version: 1.00

Doc-1d: 571009-164

Page 20 of 24



VPN between mGuard and Check Point NGX (R60)

5 Configuring the mGuard

5.1 mGuard in Router mode (Router/PPPoE/PPTP)

Configuring the VPN connection on the mGuard requires the following steps:

e Configuration of the VPN connection through the menu VPN -> Connections.

o If certificates are used as authentication method: Import of the mGuard machine certificate
through the menu VPN -> Machine certificate.

5.1.1 Menu: VPN -> Connections

e Select VPN -> Connections from the menu and click New.
e Enter a descriptive name for the connection (e.g. Check Point) and click Edit.

VPN > Connections > Connection Check Point

A descriptive name for the connection

Enabled

Adlds of the site's VPN gateway

{either an IP address, a hostname, or %:any)

Authentication method

Connection type

Connection startup :

(Will be ignored in Stealth Mode.) ..remate VPN gateway,
More IKE Options | configure |

Tunnel Settings

Local network address 192168.27.0

The appropriate local netmask 255.255.255.0

The virtual IP which will be used by the client in Steafth mode 1921&311—_
The appropriate remote netmask 255.255.255.0

Firewall Incoming (untrusted port)

Protocol | __Fromie | _FompPot | 7o | Torort | L
»~ x B e S | e e (e e [ = P e e T
;IIQ__;“N v | joonon | Jany Jo0.00m | fany | Accept viljﬁmnmb-pmw”m v

Log entries for unknown connection attempts

Firewall Outgoing (trusted port)

;.L_hj|m Z[I,Ho_u.u.um J:[any ;B:unnm} !ﬂuny jﬂmmﬂ rii%;ulmb-pbamfiﬁ :ﬂ

Log entries for unknown connection attempts

T e

e Enter as Address of the remote site’s VPN gateway the external IP address of the Check
Point (in our example 10.1.80.200).

e Set Authentication Method either to Pre-Shared Secret or to X.509 Certificate, depending
on the authentication method you want to use. Click Configure. If you use Pre-shared Keys then
enter the shared secret. Otherwise you need to import the Check Point host certificate (in our
example Checkpoint.crt).

e Set Connection type to Tunnel (Net <-> Net) for a VPN tunnel connection.
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e The mGuard should initiate the connection. Therefore set Connection Startup to Start
connection to ....
e Tunnel settings:

0 Local network and netmask: These parameters specify the VPN subnet (internal
network) of the mGuard (in our example 192.168.27.0/255.255.255.0).

o0 The virtual IP which will be used by the client in stealth mode: This entry is only
required if the mGuard is operated in Stea/th mode and will be explained in the next
chapter.

0 Remote network and netmask: These parameters specify the VPN subnet (internal
network) of the Check Point (in our example 192.168.1.0/255.255.255.0).

e Click Configure in the line More IKE Options.

VPN = Connections > Connection Check Point > More IKE Options

ISAKMP SA (Key Exchange)
Encryption Algorithm ADES-168 v

Hash Algorithm MDS v

IPsec SA (Data Exchange)

Encryption Algorithm | apES-188 v |
Hash Algorithm DS v/
Perfect Forward Secrecy (PFS) A : . .Yes o

(The remote site must have the same entry. A isr d due to security reasons.) e
Lifetimes

ISAKMP SA Lifetime (seconds) '3866

IPsec SA Lifetime (seconds) 2-8800
Rekeymargin (seconds) 540

Rekeyfuzz (percent) 100

Keying tries (0 means unlimited tries) '_0

Rekey | Yes v

Dead Peer Detection

Action [ Howd FPS'FL."U...".‘..
Delay 30

Timeout 120

e ISAKMP SA (Key Exchange): The settings for Encryption and Hash Algorithm must be
supported by the Check Point (Check Point network object -> Remote Access -> VPN — IKE
(Phase 1)).

e IPSec SA (Data exchange): The settings for Encryption and Hash Algorithm must
correspond to the settings on the Check Point.

e The ISAKMP SA Lifetime and IPsec SA Lifetime should correspond to the setting on the
Check Point.

e Click Back.

e Click OK.
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If you use certificates then you also need to enter the VPN identifier (external IP address) used by the
Check Point:

Remote ID Mode Automatic (Default) v

e Enable the extended configuration web interface of the mGuard. To do this:
©  Add the user defined language xt-ra to the web browser.
©  Move this language to the top of the language selection list.
©  Set the language selection on the mGuard to Automatic (menu Access -> Language).
©  Refresh the screen.
e Select VPN -> Connections from the menu and edit the connection.
e Enter into the field Remote ID the external IP address of the Check Point.

5.1.2 Menu: VPN -> Machine Certificate

This step is only required if you use certificates. You need to import the PKCS#12 export of the

mGuard certificate.

e Select VPN -> Machine Certificate from the menu.

e Click Browse and specify the mGuard machine certificate, in our example mGuard.p12.

e Enter into the field password the password which protects the certificate against unauthorized
usage.

e Click Import.

e Click OK when the upload is finished!

5.2 mGuard in Stealth mode

As already mentioned in the /ntroduction of this document, we need to use a virtual transfer network
as local VPN subnet if the mGuard is operated in Stealth mode. The configuration of the VPN
connection on the mGuard is the same as described previously except for the Tunnel Settings:

Tunnel Settings

Local network address J|1 72161060 I . |
The appropriate local netmask 1255.255.255.0 | |
The virtual IP which will be used by the client in Stealth mode |r1 72161061 I |_ l
Remote network address | 192.168.1.0 | . |
The appropriate remote netmask fl'zss 2552550 | |

e Specify as Local network address the network IP of the virtual transfer network.

e Specify as appropriate local netmask the subnet mask of the virtual network.

e Enter as virtual IP which will be used by the client in Stealth mode the virtual IP of the
client, in our example 172.16.106.1. This IP address must be part of the virtual transfer network
and is used for accessing the client through the VPN tunnel from the internal network of the
Check Point.

Note that you also need to change the definition of the internal network of the mGuard on the Check
Point correspondingly.
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6 Troubleshooting

You can retrieve information about the status of the VPN connection from the menus VPN -> /PSec
Status and VPN -> VPN Logs.

Establishing a VPN connection consists of two phases: phase 1 (ISAKMP SA) and phase 2 (IPsec SA).
In case of a successful connection the status of ISAKMP and IPsec should be established (menu
VPN -> IPsec Status).

VPN = IPsec Status

Connection
“ m

10 18020 101.50.200
STATE_MAIN_I4 (ISAKMP  STATE_QUICK |2 (sent QI2,
Check Point 192 166.27.0724 192168.1.0/24 SA established) IPsec SA established)
CN=mGuard, C=de, L=Berlin, ST=Germany : : 5
oZE08 . ' fetime:1731 f
O=innaminate, OL=Support, E=support@innominate.com GRS SHE e
Upise J

6.1 ISAKMP couldn’t be established
If the ISAKMP SA couldn’t be established then this could be caused by the following reasons:

e mGuard in Stealth mode: Check if there is a desktop firewall (e.g. WinXP Firewall) or a VPN Client
with integrated firewall (e.g. Checkpoint VPN Client) running on the client. The firewall must allow
ICMP echo requests. The mGuard sends an ICMP echo request to the client for obtaining the MAC
address of the default gateway before sending the request to the remote VPN gateway.

o Check if User Password is enabled (menu Access -> Passwords). If this is the case the VPN
connection can only be established after entering the corresponding password. The login screen
appears on the web browser when trying to access any webpage through http.

e Mismatched pre-shared keys or certificates.

e The mGuard is configured to use PFS but PFS is not enabled on the Check Point.

e Mismatched ISAKMP policy parameters.

6.2 IPsec couldn’t be established

If the ISAKMP SA could be established but not the IPsec SA then this could be caused by the following
reasons:

e Mismatched IPsec policy parameters.
e Mismatch in the specified VPN subnets.

Version: 1.00 Doc-1d: 571009-164 Page 24 of 24



	1 Introduction
	1.1 mGuard in Router modes (Router/PPPoE/PPTP)
	1.2  mGuard in Stealth mode

	2  Limitations
	3 Certificates 
	3.1 Create and export the CA with XCA
	3.2 Import the CA on the Check Point
	3.3 Create an export a certificate request on the Check Point
	3.4 Sign the Check Point certificate request with the CA
	3.5 Export of the signed Check Point certificate
	3.6 Import of the certificate on the Check Point
	3.7 Create the mGuard certificate and export it as PKCS#12

	4  Configuring the Check Point NGX
	4.1 Interfaces
	4.2  Global properties
	4.3 Create a new policy package
	4.4  Configure network object for the internal networks
	4.4.1 Check Point
	4.4.2 mGuard

	4.5  VPN configuration on the Check Point network object 
	4.6  Configure the interoperable device (mGuard)
	4.6.1 Configuration of the interfaces
	4.6.2 VPN configuration

	4.7 Configure the policy rule

	5  Configuring the mGuard 
	5.1 mGuard in Router mode (Router/PPPoE/PPTP)
	5.1.1 Menu: VPN -> Connections
	5.1.2 Menu: VPN -> Machine Certificate

	5.2 mGuard in Stealth mode

	6  Troubleshooting 
	6.1 ISAKMP couldn’t be established
	6.2 IPsec couldn’t be established


