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 1  Introduction 
 
This document describes the procedures required to configure a VPN connection between the mGuard 
v.2.x and a FortiGate-60 Appliance (Firmware 2.50). The mGuard was configured to operate in 
Router-Mode. The VPN tunnel will be initiated by the mGuard. This document describes the usage of 
the authentication methods PSK (Pre-shared Secret Keys) and PKI with X.509 Certificates. 
  
The following diagram illustrates the machines and addresses involved in the connection. Note that 
we are in a public environment and therefore you have to use your own public or private IPs. The 
examples used in this document are taken from this setup. 
 

 
 

-Scenario used for the setup of the VPN tunnel between the mGuard and the FortiGate 
 
 
1.1  Used SA Encryption Parameters 
 
The following SA encryption settings were used for this interoperability test: 
 
 IKE Phase I (ISAKMP SA) IKE PHASE II (IPSEC- A) 
HASH Algorithm SHA1 SHA1 
Encryption Algorithm 3DES 3DES 
PFS DH Group5 (1680bit) DH Group2 (1024bit) 
 
 
1.2  Limitations 
 
It is not possible to enter a DynDNS-entry for the remote VPN gateway on the FortiGate (Firmware 
2.50). You need to specify either the IP address of the remote VPN gateway or use the Dial-up option 
which is equivalent to a dynamic IP. Using a DynDNS is supported with the FortiGate Firmware 2.80. 
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2 X.509 Certificates
 
2.1 Required certificates 
 
You need the following certificates for the VPN connection: 
� Root-CA. 

Import on the FortiGate as “CA Certificate”. ⇒ 

⇒ 
⇒ 

⇒ 

⇒ 

⇒ 

� FortiGate-Certificate signed with the Root-CA, exported as PEM. 
Import on the FortiGate as “Local Certificate”. 
Import on the mGuard as connection certificate. 

� mGuard-Certificate signed with the Root-CA, exported as PKCS#12. 
Import on the mGuard as machine certificate. 

 
 
Using certificates on the FortiGate requires the following steps: 
� Import of the Root-CA (menu: VPN -> Certificates, tab “CA Certificates”, button Import). 
� Create a local certificate (menu: VPN -> Certificates, tab “Local Certificates”, button Generate). 

The displayed status of the certificate is PENDING. 
� Export of the local certificate (menu: VPN -> Certificates, tab “Local Certificates”, button 

Download). 
� The exported certificate must be signed with the Root-CA by the Certification Authorities. 
� Import the signed certificate (menu: VPN -> Certificates, tab “Local Certificates”, button Import). 

Now the displayed status of the certificate should be OK. 
 
We used the tool XCA for creating the Root-CA and for signing the exported certificates with the CA. 
You can download this tool from http://www.hohnstaedt.de/xca.html. The documentation is located at 
http://xca.sourceforge.net/. 
 
 
2.2 XCA: Create and export the Root-CA 
 
Create the Root-CA: 
� Start the tool XCA. 
� Switch to the tab Certificates, click at New Certificate and then at Next. 
� Select the option Create a self signed certificate with the serial, select CA Template and 

click at Next. 
� A new key needs to be created. Enter a descriptive name for the key (e.g. Fortigate Root CA) 

and click at Create. 
� Use the entry fields from Internal Name to E-Mail Address for entering the identifying 

parameters. Click at Next. 
� Enter into the fields Time Range the lifetime of the Root-CA, click at Apply and then at Next. 
� Now you only need to confirm the appearing input masks by selecting Next until the certificate 

has been created. 
 
Export the Root-CA: 
� Select the Root-CA in the tab Certificates and click at Export. 
� Chose PEM as Export Format and click at OK. 

If you did not specify a directory for saving the certificate then the export is located in the 
XCA installation directory. 

⇒ 
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2.3 FortiGate: Import of the Root-CA 
  
• Select VPN -> Certificates from the menu and switch to the tab CA Certificates. 
• Click at Import and upload the export of the Root.CA. 
 
 
2.4 FortiGate: Create and export the local certificate 
 
Create a local certificate: 
• Select VPN -> Certificates from the menu, switch to the tab Local Certificates and click at 

Generate. 
• Enter a descriptive Certification Name. (e.g. fortigate). 
• Set ID Type to Host IP. 
• Use the entry fields from Organization Unit to e-mail for entering the identifying parameters. 
• Click at OK. 

The certificate appears in the list with the status PENDING. ⇒ 
 
Export the local certificate: 
• Select VPN -> Certificates from the menu, switch to the tab Local Certificates. 
• Click at the Download icon and save the certificate to the local machine. 
 
 
2.5 XCA: Import and sign of the local certificate 
 
� Switch to the tab Certificate signing requests, click at Import and select the local certificate. 
� Make a right click at the imported certificate and select Sign.  
� Click at Next. 
� Enable Use this certificate for signing and select the Root-CA you’ve created in chapter “XCA: 

Create and export the Root-CA”. Click at Next. 
� Enter into the fields Time Range the lifetime of the local certificate, click at Apply and then at 

Next. 
� Now you only need to confirm the appearing input masks by selecting Next until the certificate 

has been signed. 
Switch to the tab Certificates. The imported and signed local certificate appears beneath the 
Root-CA. 

⇒ 

⇒ 

 
 
2.6 XCA: Export of the signed local certificate 
 
� Switch to the tab Certificates. 
� Expand the tree of the Root-CA, select the signed local certificate and click at Export. 
� Chose PEM as Export Format and click at OK. 

If you did not specify a directory for saving the certificate then the export is located in the 
XCA installation directory. 

 
 
2.7 FortiGate: Import of the signed local certificate 

 
� Select VPN -> Certificates from the menu, switch to the tab Local Certificates and click at 

Import. 
� Select the signed certificate and click at OK.  
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2.8 XCA: Create and export a machine certificate for the mGuard 
 
Create the mGuard certificate: 
� Switch to the tab Certificates, select the Root-CA and click at New Certificate. 
� Click at Next. 
� Ensure that Use this certificate for signing is selected and that the Root-CA is selected in the 

drop-down box. 
� Set Template for the new certificate to Client Template and click at Next. 
� Enter a Name for the New Key and click at Create.  
� Use the entry fields from Internal Name to E-Mail Address for entering the identifying 

parameters. Click at Next. 
� Enter into the fields Time Range the lifetime of the certificate, click at Apply and then at Next. 
� Now you only need to confirm the appearing input masks by selecting Next until the certificate 

has been created. 
 
Export of the mGuard certificate: 
� Select the mGuard certificate in the tab Certificates and click at Export. 
� Set Export Format to PKCS#12 and click at OK.  
� You’ll be prompted to enter a password which protects the certificate against unauthorized usage. 

If you did not specify a directory for saving the certificate then the export is located in the 
XCA installation directory. 

⇒ 

 
 
2.9 mGuard: Import of the machine certificate 
 
� Select VPN -> Machine Certificate from the menu and import the machine certificate of the 

mGuard we have created in the previous step. 
 
 
 
 
 

Version 1.00 - 7 - 



Interop Guide – VPN connection between mGuard and FortiGate-60 

 
3 Configuration of the FortiGate-60 Appliance
 
3.1  Network Interfaces 
 
The internal and external (wan1) network interfaces were configured as follows: 
 

 
Menu: System -> Network -> Interfaces 

 
 

3.2  Configuration of the VPN subnets 
 
Now you need to configure the local and remote subnets for the VPN connection. The subnets are 
already given by the internal networks at the mGuard and at the FortiGate.  
 
� Select Firewall -> Addresses from the menu. 
� Select the appropriate Interface. If you create the VPN subnet for the mGuard, select the 

external interface (in our example “wan1”). If you create the VPN subnet for the FortiGate, select 
the internal interface (in our example “internal”). 

� Click at New. 
 

 
 
Menu: Firewall -> Addresses -> New (FortiGate)       Menu: Firewall -> Addresses -> New (mGuard) 
 
� Enter a descriptive Address Name. 
� Enter the IP Address of the VPN subnet. If you create the VPN subnet for the mGuard, enter the 

network IP of the internal network to which the mGuard is connected. In case of the FortiGate 
you’d need to enter the network IP of the internal network of the FortiGate. 

� Enter the appropriate Netmask and click at OK. 
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The VPN subnets for the mGuard and for the FortiGate are displayed in the list. In our example we 
called them “mguard_network” and “fortigate_network”. 
 

 
Menu: Firewall -> Addresses 

 
3.3  VPN configuration with Pre-Shared Key (PSK) and static peer IPs 
 
�  Select VPN –> IPSec from the menu. 
 
3.3.1  Phase 1 Configuration  
 
�  Switch to the tab Phase 1.  
 

 
 Menu: VPN -> IPSec, Phase 1 

 
� Enter into the field Gateway Name a descriptive name for the remote VPN gateway. 
� Set Remote Gateway to Static IP Address. 
� Enter as IP Address the external IP of the remote gateway. 
� Set Mode to Main (ID protection). The mGuard does not support Aggressive Mode due to 

security reason. 
� P1 Proposal: We’ve chosen 3DES and SHA1 for this interoperability test.  
� DH Group: We’ve chosen DH Group 5 for this interoperability test. 
� Authentication Method: Select whether you want to use Preshared Key or RSA Signature 

(Certificates). In this case we need to select Preshared Key. 
� Pre-shared Key: If you’ve selected Preshared Key as authentication method then you need to 

enter the pre-shared key into this field. Note that you have to use the same key on both VPN 
peers.  
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3.3.2  Phase 2 Configuration  
 
� Switch to the tab Phase 2. 
 

 
 Menu: VPN -> IPSec, Phase 2 

 
� Enter a descriptive Tunnel Name. 
� Select as Remote Gateway the gateway name you’ve created in the previous step (refer to 

“Phase 1 Configuration”). 
� P2 Proposal: We’ve chosen 3DES, SHA1 and DH Group 5 for this interoperability test. 
� Set Quick Mode Identities to Use selectors from policy for using a policy-based VPN. The 

configuration of the policy-based VPN is explained in the next chapter. 
 
 
3.3.3 Firewall Encryption Policy 
 
� Select Firewall –> Policy from the menu. 
 

 
Menu: Firewall -> Policy 

 
� Click at Edit in the matrix field “From Internal” – “To wan1”. 
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Now you need to specify the policy for the VPN connection. 
 

 
Menu: Firewall -> Policy, Edit policy 

 
 
� Select as Source the VPN subnet of the FortiGate we have created in chapter “Configuration of 

the VPN subnets”. 
� Select as Destination the VPN subnet of the mGuard we have created in chapter “Configuration 

of the VPN subnets”.  
� You need to set Action to ENCRYPT for a VPN connection. 
� Select as VPN Tunnel the VPN tunnel you have created in chapter “Phase 2 Configuration”. 
� Click at OK. 
 
The new created policy appears in the list:  
 

 
 
Now the configuration of the VPN tunnel on the FortiGate is finished.
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4  VPN Configuration with X.509 Certificates (PKI) and dynamic IPs 
(Dialup Connections) 

 
This chapter describes how to setup a VPN connection between the mGuard and the FortiGate, using 
X.509 certificates as the authentication method. Using certificates allows using a dynamic IP for the 
remote site (mGuard). This kind of setup is called “Dialup connection” on the FortiGate. 
 
 
4.1 Configure the FortiGate for dialup connections (dynamic IP) 
 
4.1.1 Phase 1 Configuration  
 
� Select VPN –> IPSec from the menu. 
� Switch to the tab Phase 1.  
 

 
Menu: VPN -> IPSec, tab Phase 1 

  
� Enter into the field Gateway Name a descriptive name for the remote VPN gateway. 
� Set Remote Gateway to Dialup User. 
� Set Mode to Main (ID protection). The mGuard does not support Aggressive Mode due to 

security reason. 
� P1 Proposal: We’ve chosen 3DES and SHA1 for this interoperability test.  
� DH Group: We’ve chosen DH Group 5 for this interoperability test. 
� Authentication Method: Select whether you want to use Preshared Key or RSA Signature 

(Certificates).  In this case we need to select RSA Signature. 
� Certificate Name: Select the local certificate. 
 
 
4.1.2 Phase 2 Configuration  
 
The required entries for the phase 2 configuration are the same as already described in chapter 
“Phase 2 Configuration”. 
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4.1.3 Firewall Encryption Policy 
 
The required entries for the configuration of the firewall encryption policy are the same as already 
described in chapter “Firewall Encryption Policy”. 
 
Note: If the VPN subnet of the remote system is unknown, as it is the case for Dial-up connections, 
then you may specify WAN1_all as Destination. This is equivalent to the network IP 
0.0.0.0/0.0.0.0. 
 
 
4.2 Dialup Monitor 
 
The Dialup Monitor displays all successful established connections. 
 

 
Menu: VPN -> IPSec, tab “Dialup Moni or” t
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5  Configuration of the mGuard 
 
� Select VPN -> Connections from the menu and click at New. 
� Enter a descriptive name for the connection and click at Edit.  
� The following screen appears: 
 

 
Menu: VPN -> Connections 

 
• Address of the remote site’s VPN gateway: Enter the external IP-address of the FortiGate (in 

our example 80.81.28.251). 
• Connection type: We want to establish a VPN-tunnel between the mGuard and the FortiGate. 

Therefore we need to specify Tunnel (Net <-> Net) as connection type. 
• Connection Startup: The mGuard should initiate the connection. Therefore we select Start 

connection to …. 
• Authentication method:  

o Pre-shared Keys: If you use PSK then select Pre-shared Secret. Click at Configure and 
enter the shared secret you defined at the FortiGate. 

o X.509 Certificate: If you use PKI select X.509 Certificate. Click at Configure and import 
the local certificate of the FortiGate. 

• Encryption Algorithm and Hash Algorithm (ISAKMP SA and IPSec SA): These settings 
must correspond to the settings on the FortiGate. 

• Perfect Forward Secrecy (PFS): This value must correspond to the settings on the FortiGate. 
The mGuard chooses the correct DH Group automatically. 

• Tunnel settings / local network and netmask: These parameters are used for specifying the 
subnet of the VPN-tunnel at the mGuard (in our example 192.168.3.0/255.255.255.0). Those 
values must correspond to the internal network of the mGuard. 
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• The virtual IP which will be used by the client in stealth mode: This entry is only required 

if the mGuard is operated in Stealth-Mode. 
• Tunnel settings / remote network and netmask: These parameters are used for specifying 

the subnet of the VPN-tunnel on the FortiGate (in our example 192.168.1.0/255.255.255.0). 
Those values must correspond to the internal network of the FortiGate. 

 
Click at OK after entering the required data. If the mGuard is in Router-Mode then it will try to 
establish the VPN connection immediately. 
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6 Troubleshooting 
 
You can retrieve information about the status of the VPN connection from the menus VPN -> IPSec 
Status and VPN -> VPN Logs. 
 
Establishing a VPN connection consists of two phases: phase 1 (ISAKMP) and phase 2 (IPSec). In case 
of a successful connection the status of ISAKMP and IPSec should be established (menu: VPN -> 
IPSec Status). 
 

 
Menu: VPN -> IPSec Status 

 
On the FortiGate select VPN -> IPSec, Phase 2 from the menu to get the info about the status of 
the VPN connection. It is either UP or DOWN. 
 

 
Menu: VPN -> IPSec, Phase 2 

 
 
6.1  ISAKMP couldn’t be established 
 
If the ISAKMP couldn’t be established then this could be caused by the following reasons: 
 
� Mismatched pre-shared keys/certificates. 
� Mismatched IKE SA policy parameters. Compare the “ ISAKMP SA (Data exchange)” settings on 

the mGuard (menu: VPN -> Connection) with the settings of the specified “P1 Proposal” on the 
FortiGate (menu: VPN -> IPSec, Phase 1, select the gateway and click “edit”) 
 

6.2  IPSec couldn’t be established 
 
If ISAKMP could be established but not the IPSec then this could be caused by the following reasons: 
 
� Mismatched IPSec policy parameters. Compare the “IPSec SA (Data exchange)” settings on the 

mGuard (menu: VPN -> Connection) with the settings of the specified “P2 Proposal” on the 
FortiGate (menu: VPN -> IPSec, Phase 2, select the VPN and click “edit”) 

� Mismatched tunnel (subnet) parameters. Compare the following parameters:  
o mGuard tunnel settings: local network address = FortiGate -> Policy for VPN: Dest. 

Network 
o mGuard tunnel settings: remote network address = FortiGate -> Policy for VPN: Source 

Network. 
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