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Interop Guide — VPN connection between mGuard and Netscreen

1 Introduction

This document describes the procedures required to configure a VPN connection between the mGuard
v.2.x and the Netscreen 5GT / 204 / 5400. The mGuard was configured to operate in Router-Mode.
The VPN tunnel will be initiated by the mGuard. This document describes the usage of the
authentication methods PSK (Pre-shared Secret Keys) and X.509 certificates.

The following diagram illustrates the machines and addresses involved in the connection. Note that
we are in a virtual environment and therefore all used IP addresses are private. The examples used in
this document are taken from this setup. The screenshots were taken from the interoperability test
between the mGuard and the Netscreen 5GT because the Web-Interface for the configuration for the
Netscreen 204 and the Netscreen 5400 do not differ. Exactly the same setup was used for the
interoperability test between the mGuard and the Netscreen 204 / 5400.

Netscreen 5GT/204/5400

VPN-Tunnel ‘

mGuard

External: 10.1.0.24
Netmask 255.255.0.0

|

|
Internal:  192.168.27 .1
Netmask 255.255.255.0

External: 10.1.0.212
MNetmask 25525500

|
L e
J

Internal:  192.168.1.1
Netmask: 255.255.2550

N —

-

\ | \_ )
g o 2 9

Internal Network

Network IP: 192.168.27.0
Netmask: 2552552550
Gateway. 192.168.27 1

Internal Network
Network IP: 182.168.1.0
Netmask 2552552550
Gateway. 192.168.1.1

Scenario used for the setup of the VPN-tunnel between the mGuard and the Netscreen 5GT/204/5400

Due to this setup we have the following parameters for the VPN-Tunnel:

mGuard
10.1.0.212

Netscreen
10.1.0.24 or dynamic (X.509)

Remote VPN gateway
Local VPN subnet

192.168.27.0/255.255.255.0

192.168.1.0/255.255.255.0

Remote VPN subnet

192.168.1.0/255.255.255.0

192.168.27.0/255.255.255.0
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2 Limitations

If Pre-Shared Secret Key (PSK) is used as authentication method and if the VPN tunnel will be
established across one or more gateways that have Network Address Translation (NAT) activated then
the remote VPN gateway (mGuard) requires a static IP or must register its dynamic IP with a
DynDNS-Service. Otherwise Aggressive Mode needs to be used which is not supported by the mGuard
due to security reasons.

3 X.509 Certificates

We have used the tool XCA v0.5.1 for creating the required certificates. You can download this tool
from http://www.hohnstaedt.de/xca.html. The documentation is located at
http://xca.sourceforge.net/.

Important note: The Netscreen uses its FQDN (Fully Qualified Domain Name) as VPN identifier. This
requires that the FQDN of the Netscreen is present in the certificate as subject alternative name. This
is the case but the current version of XCA does not copy the extensions when importing the certificate
request. Therefore you must add manually the FQDN of the Netscreen as subject alternative when
signing the request with the CA. Select Network -> DNS from the menu for obtaining the FQDN (Host
name + Domain name). In our example the Netscreen has the FQDN rns5gt. netscreen.com.

Apart of this the Netscreen also expects the presence of the Certificate Revocation List (CRL).

Using certificates for the VPN connection between the mGuard and the Netscreen requires the
following steps:

Netscreen:
» Step 1: Create a certificate request on the Netscreen.
XCA:
» Step 2: Create the CA.
« Step 3: Import the certificate request of the Netscreen and sign it with the CA.
+ Step 4: Create a certificate for the mGuard, signed by the CA.
« Step 5: Create a Certificate Revocation List (CRL).
« Step 6: Export of the certificates.
CA as PEM.
Signed certificate request of the Netscreen as PEM.
Certificate of the mGuard as PKCS#12.
o Certificate Revocation List (CRL) as PEM.
Netscreen:
« Step 7: Import of the certificates (CA, CRL and local certificate) on the Netscreen.

[elNeolNe]
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3.1 Step 1: Create a certificate request on the Netscreen

» Select Objects -> Certificates from the menu.
» Click at New.

:

g
_E
;

» Use the entry fields from Name to FQDN for entering the identifying parameters. Click at
Generate.

BEGIN CERTIFICATE REQUEST-----

| MIICODCCASKCAQAWGhYXCzAJBGNVBAYTAWRIHRAUDGYDVQQIEWAHIXIC YWSSHQSY
DQYDVQOHEWZCZXJsaldxEzARBGNVEAGTCk 1 ubmOt aUShdGUxED AOBgNVEASTE1N1
¢HBvenQxGTAXBGNVBANTED AwN i Quitj IwHDQUHD I3NDUXEDAOBGNVEANTE3 J 2 Y5 1x
ZXkxHDAaBgNVEANTEZ SzNWAOLMS LdHN j eV 1b15 b2 0XE 3 AQBGNVBANTCUS LdFN 3

| eV 1b3CBnz ANBakghkiGSwOBLQEF AAOB ] QAwg YkCyYEA4HNDOgkr pScEF y600PVD

|SBE3IAnO3wOH4135+kCNAAYOFhPHSrSXE0BDY61RE4p 1GpKNESeDyQaCOSnSULId
NXQ32TeniH7083Xydze hifussF7GO9AVI ScHQee7nlGse3 Tdop Uz ¥nl jV4eG10T
FILABZSSKNOANG6HV6S 1 ZgCOCAVE ALABIMECGCSgGS Ih3DQEJD JE6NDgwNgYDVROR
BCBWLYIThnM1Z3QubmWVicZNyZWVulnlivh YEVe3VuwcGIydEEpbmSvhW luYXR1Lmlv ﬂ

+ Click at Save to File and save the certificate request.
» Click at Cancel (the certificate request was already created when selecting <Save to File>).
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Issuer Friendly Name Type Serial# Expired Status Configure

Detaill, Remave

LOCAL 0000000000000000 = Key Pair Submit Request

= The certificate request is displayed in the list. Note that this request still needs to be signed by the
CA. We will sign this certificate request with the tool XCA with the CA (Step 3) and import the
signed certificate later (Step 7).

3.2 Step 2: Create the CA

«  Start the tool XCA.

»  Switch to the tab Certificates, click at New Certificate and then at Next.

» Select the option Create a self signed certificate with the serial, select CA Template and
click at Next.

+ A new key needs to be created. Enter a descriptive name for the key (e.g. Netscreen CA) and
click at Create.

» Use the entry fields from Internal Name to E-Mail Address for entering the identifying
parameters. Click at Next.

« Enter into the field Time Range the lifetime of the CA, click at Apply and then at Next.

+ Now you only need to confirm the appearing input masks by selecting Next until the certificate
has been created.

3.3 Step 3: Import the certificate request of the Netscreen and sign it with the CA

«  Switch to the tab Certificate signing requests, click at Import and import the certificate
request of the Netscreen you have created in step 1.

» Make a right click at the imported certificate and select Sign from the menu.

+ Click at Next.

« Enable Use this certificate for signing and select the CA you‘ve created in step 2. Click at
Next.

« Enter into the field Time Range the lifetime of the local certificate and click at Apply.

« ATTENTION: Enter into the field subject alternative name the FQDN of the Netscreen, using
the syntax DNS:<FQ@DN> (in our example: DNS:ns5gt.netscreen.com) and click at Next.

+ Now you only need to confirm the appearing input masks by selecting Next until the certificate
has been signed.

»  Switch to the tab Certificates. The imported and signed certificate of the Netscreen appears
beneath the CA.

3.4 Step 4: Create a certificate for the mGuard, signed by the CA

» Switch to the tab Certificates, select the CA and click at New Certificate.

« Click at Next.

» Ensure that Use this certificate for signing is selected and that the CA is selected in the drop-
down box.

+ Set Template for the new certificate to Client Template and click at Next.

+ Enter a Name for the New Key and click at Create.

» Use the entry fields from Internal Name to E-Mail Address for entering the identifying
parameters. Write down the entered parameters because you'll need them when configuring the
remote gateway on the Netscreen! Click at Next.

« Enter into the field Time Range the lifetime of the certificate, click at Apply and then at Next.

+ Now you only need to confirm the appearing input masks by selecting Next until the certificate
has been created.
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3.5 Step 5: Create a Certificate Revocation List (CRL)

Switch to the tab Certificates and make a right click at the CA.

Select CA -> CRL Days from the menu, enter the lifetime of the CRL in days and click at OK.
Make again a right click at the CA and select CA -> Generate CRL from the menu.

The generated CRL is displayed in the tab Revocation lists.

3.6 Step 6: Export of the certificates

Switch to the tab Certificates.

Export of the CA as PEM

=

Select the CA and click at Export.

Chose PEM as Export Format and click at OK.

If you did not specify a directory for saving the certificate then the export is located in the XCA
installation directory.

In our example we have named the file “CA.crt".

Export of the signed certificate request of the Netscreen as PEM

=

Select the signed certificate request of the Netscreen which is located beneath the CA and click at
Export.

Chose PEM as Export Format and click at OK.

If you did not specify a directory for saving the certificate then the export is located in the XCA
installation directory.

In our example we have named the file “Netscreen_local.crt”.

Export of the mGuard certificate as PKCS#12

=

Select the mGuard certificate which is located beneath the CA and click at Export.

Set Export Format to PKCS#12 and click at OK.

You'll be prompted to enter a password which protects the certificate against unauthorized usage.
If you did not specify a directory for saving the certificate then the export is located in the XCA
installation directory.

In our example we have named the file “mGuard.p12”.

Export of the Certificate Revocation List (CRL) as PEM

Switch to the tab Revocation lists.
Make a right click at the revocation list and select Export -> PEM from the menu.

In our example we have named the file “CA.crl".

3.7 Step 7: Import of the certificates (CA, CRL and local certificate) on the Netscreen

Please refer to the next chapter “Import of the certificates (CA, CRL and local certificate)”.
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4 Configuration of the Netscreen

4.1 Import of the certificates (CA, CRL and local certificate)

Import of the CA

» Select Objects -> Certificates from the menu.

« Click at Browse and select the PEM-export of the CA (in our example: CA.crt).
» Click at Load.

Import of the local certificate

+ Select Objects -> Certificates from the menu.

« Click at Browse and select the PEM-export of signed certificate request (in our example:
Netscreen_local.crt).

« Click at Load.

Import of the certificate revocation list (CRL)

+ Select Objects -> Certificates from the menu.

+ Set Load to CRL.

« Click at Browse and select the PEM-export of the certificate revocation list (in our example:
CA.crl).

« Click at Load.

The local certificate is displayed when you set Show to Local:

Issuer Friendly Name Type Serial# Expired Status Configure
Cha 10 LOCAL 00000008 02-17-2006 13:01 Active Detail,Remove

The CA and the CRL are displayed when you set Show to CA:

Friendly

Issuer Name Type Serial# Expired Status Configure
Secure Server 01- 7-2010
Certification Authori 2 C4 | 02ad667e4e45fe5e576f3c98195eddcO 23:50 Active | Detail Remove
Server Settings '
Ca 02-17-2006
Server Settings 8 Ca 00000001 13:01 Active | Detail, Remove
cA = CRL 0000000000000000 02“1158,‘025006 Active | Detail,Remove

4.2 Internal (trusted) and external (un-trusted) interfaces

We have configured the following internal (trusted) and external (un-trusted) interfaces on the
Netscreen (menu: Network -> Interfaces):

Name P/Netmask Zone Type Link Configure
trust 192.168.1.1/24 Trust Layer3 up Edit
untrust 10.1.0.212/16 Untrust Layer3 up Edit

Version 1.00 -9-
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4.3 Internal networks of the mGuard and of the Netscreen

Now you need to define the internal networks of the mGuard and of the Netscreen. Those definitions
are used later when configuring the VPN tunnel.

4.3.1 Internal network of the mGuard

+ Select Objects -> Addresses -> List from the menu.
« Select Untrust and click at New.

Address Name mGuard_Intermnal_Network

Comment mGuard Internal Network

IP Address/Domain Name

© IP/Netmask 192.168.27.0 /|24
O Domain Name
Zone Untrust bt
oK | Cancel

+ Enter as Address Name a name for this object and as Comment a descriptive comment.

» Enter into the fields IP/Netmask the network IP of the internal network of the mGuard, in our
example 192.168.27.0/24.

» Ensure that Untrust is selected as Zone.

» Click at OK.

4.3.2 Internal network of the Netscreen

+ Select Objects -> Addresses -> List from the menu.
« Select Trust and click at New.

Address Name |Netscreen_Internal_Network

Comment |Netscreen Internal Network

IP Address/Domain Name

© I1P/Netmask 192.168.1.0 /24
) Domain Name
Zone | Trust »
oK Cancel

+ Enter as Address Name a name for this object and as Comment a descriptive comment.

» Enter into the fields IP/Netmask the network IP of the internal network of the Netscreen, in our
example 192.168.1.0/24.

» Ensure that Trust is selected as Zone.

» Click at OK.
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4.4 Remote VPN Gateway

4.4.1 Pre-shared Keys (PSK)

This chapter explains how to configure the remote VPN gateway on the Netscreen when using Pre-
shared Keys. If you want to use X.509 certificates, skip this chapter and refer to the next chapter
“X.509 certificates”.

« Select VPNs -> AutoKey Advanced -> Gateway from the menu.
* Click at New.

Gateway Name Remote VPN Gateway (PSK)

Security Level O) Standard O Compatible O Basic (&) Custom

Remote Gateway Type

() static IP Address IP Address/Hostname 10.1.0,24
O Dynamic IP Address Peer 1D
) pialup User User Mone
) pialup User Group Group Mone
Preshared Key ssse Use As Seed [
Local ID (optional)

QOutgoing Interface untrust

OK | [ cancel | | Advanced

+ Enter as Gateway Name a descriptive name for the remote gateway.

» Set Security Level to Custom.

» Select Static IP Address and enter as IP Address/Hostname the IP-address of the mGuard,
in our example 10.1.0.24.

» Enter as Preshared Key the pre-shared secret.

+ Click at Advanced.

Security Level
Predefined O Standard (O Compatible O Basic
User Defined &) Custom
Phase 1 Proposal

pre-g2-3des-mdb ¥ | |None e
None v Mone ¥
Mode (Initiator) &) Main (1D Protection) (O Aggressive

[] Enable NAT-Traversal
uDP Checksum [

Keepalive Frequency 0 Seconds (0~300 Sec)

| Return [ Cancel

» Set Security Level to User Defined — Custom.
« Specify the Phase 1 Proposal. In our example we have chosen pre-g2-3des-md5 which
means:
o pre = Authentication method Preshared Key
0 g2 = DH Group 2
o 3des = Encryption Algorithm 3DES
o md>5 = Hash Algorithm MD5
« Ensure that Mode is set to Main (ID Protection).
« Enable NAT-Traversal if the VPN tunnel will be established across one or more gateways that
have Network Address Translation activated.
+ Click at Return and then at OK.
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4.4.2 X.509 certificates

This chapter explains how to configure the remote VPN gateway on the Netscreen when using X.509
certificates.

+ Select VPNs -> AutoKey Advanced -> Gateway from the menu and click at New.

Gateway Name |Remote VPN Gateway (X.509)

Security Level O Standard O Compatible O Basic ) Custom

Remote Gateway Type

) static IP Address 1P Address/Hostname
() Dynamic IP Address Paer ID
) Dialup User User | None v
O Dialup User Group Group | None ¥
Preshared Key Use 4s Seed []
Local ID (optional)

QOutgoing Interface untrust

| ok | [cancel | [ Advanced |

+ Enter as Gateway Name a descriptive name for the remote gateway.

» Set Security Level to Custom.

+ Set Remote Gateway Type either to Static IP Address and enter the external IP address of
the mGuard into the field IP Address/Hostname (in our example 10.1.0.24) or select Dynamic
IP Address.

« Click at Advanced.

Security Level
Predefined O Standard O Compatible O Basic
User Defined ) Custom
Phase 1 Proposal
rsa-ge-ides-mdS v | | None e
None v| |None b

Mode (Initiator) &) Main (ID Protection) O Aggressive

[“] Enable NAT-Traversal
UDP Checksum [ |

Keepalive Frequency 5 Seconds (0~300 Sec)

Preferred Certificate{optional)
Local Cert MNone o

EEED L he
Peer Type x509-SIG v

[v] Use Distinguished Name for Peer ID
CN mGuard
0OU Support
Organization Innominate
Location Berlin
State Germany
Country de
E-mail support@innominate.com

Container

I' Return Cancel

» Specify the Phase 1 Proposal. In our example we have chosen rsa-g2-3des-md5 which
means:
o rsa = Authentication method X.509 certificates
o g2 = DH Group 2
o 3des = Encryption Algorithm 3DES
o md5 = Hash Algorithm MD5
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» Ensure that Mode is set to Main (ID Protection).

+ Enable NAT-Traversal if the VPN tunnel will be established across one or more gateways that
have Network Address Translation activated.

+ Set Peer Type to X.509-SIG.

« Enable Use Distinguished Name for Peer ID and enter the same certificate identifying
parameters you've used when creating the certificate for the mGuard (refer to chapter “Step 4:
Create a certificate for the mGuard, signed by the CA”").

» Click at Return and then at OK.

4.5 AutoKey IKE (Phase 2 Proposal)

« Select VPNs -> AutoKey IKE from the menu.
* Click at New.

VPN Name Remote VPN Gateway Phase 2
Security Level OStandard O Compatible O Basic (&) Custom

Remote Gateway () Predefined Remote VPN Gateway (4 509) «
() Create a Simple Gateway

Gateway Name

Type & Static IP Address/Hostname
) Dynamic IP Peer ID
) Dialup User User None
O Dialup Group Graup | None ~
Local ID {optional)
Preshared Key Use As Seed [
Security Level () Standard O Compatible O Basic

Outgoing Interface untust v

[ OK | | cancel | | Advanced |

« Enter a descriptive VPN Name.
+ Select the remote VPN gateway you've defined in the previous step as Remote Gateway.
» Set Security Level to Custom and click at Advanced.

Security Level
Predefined () Standard O Compatible O Basic
User Defined &) Custom
Phase 2 Proposal
gZ-esp-3des-md5 ¥ | | None b

MNone ¥ |None ™

» Specify the Phase 2 Proposal. In our example we have chosen g2-esp-3des-md5 which
means:
0 g2 = DH Group 2
o esp = Encapsulating Security Payload
o 3des = Encryption Algorithm 3DES
o md>5 = Hash Algorithm MD5
+ Click at Return and then at OK.
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4.6 Policy for the VPN connection

« Select Policies from the menu.
» Set From=Untrust, To=Trust and click at New.

Name (optional) VPN mGuard To Netscreen

Source Address (It dlrozs 4
(3) Address Book Entry | mGuard_lntemal_Network v

o O New Address
Destination Address / o
(%) Addrass Book Entry Netscreen_intemal_MNetwork ~ || Multiple
Service v .
Application None v

Action  Tunnel + Deep Inspection

Aftached AV Object Names ce Available AV Object Names

SCan-mar
>>

LU LT ERY-TT Femote VPN Gatewsy Phase 2 K3

Antivirus Objects

[] Modify matching bidirectional VPN palicy
L2TP | Mone

Logging

[ oK | | Cancel | | Advanced

+ Enter a descriptive Name.

» Select as Source Address the address book entry for the internal network of the mGuard you
have created in chapter “Internal network of the mGuard”.

» Select as Destination Address the address book entry for the internal network of the Netscreen
you have created in chapter “Internal network of the Netscreen”.

« Set Action to Tunnel and specify as Tunnel the VPN-tunnel you have created in the previous
step.

« Click at OK.
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5 Configuration of the mGuard

5.1 Menu: VPN -> Connections

* Select VPN -> Connections from the menu and click at New.

« Enter a descriptive name for the connection (e.g. Netscreen) and click at Edit.

A descriptive name for the connection

Enabled

Address of the remote site’s VPN gateway
(either an IP address, a hostname, or %any)

Connection type
Connection startup

ISAKMP SA (Key Exchange)
Authentication method
Encryption Algorithm
Hash Algorithm

IPsec SA (Data Exchange)
Encryption Algorithm

Hash Algorithm

Perfect Forward Secrecy (PFS)
{The remote site must have the same entry. A is

VPN = Connections > Connection Netscreen

ded due to

Tunnel Settings
Local network address

The appropriate local netmask

Remote network address

The appropriate remote netmask

Firewall Incoming (untrusted port)

The virtual IP which will be used by the client in Stealth mode

(a5 ~| foooon fany

Log entries for unk

Firewall Outgoing (trusted port)

[Potoca | romi | Fompot | o | oron | cten | ton

|[a ~| [oo0on Jany

Log entries for unk i W

joooow

[ Comnecions_J] o ]

Iﬂuscreen -

£fl3
g?
¥
G [
<
<

remote VPN gateway.

| %509 Certificate v | Contigure

168 v

[Pooca |~ rome | Fompor | o | oron | hcton | ton

joooo0

[CHE)

Accept v Nu v

(Vo w| | New ]

‘II [

« Enter as Address of the remote site’s VPN gateway the external IP-address of the Netscreen

(in our example 10.1.0.212).

« Set Connection type to Tunnel (Net <-> Net) for a VPN-tunnel connection.
» The mGuard should initiate the connection. Therefore set Connection Startup to Start

connection to ....

« ISAKMP SA (Key Exchange) parameters:

0 PSK: Set Authentication Method to Pre-shared Secret. Click at Configure and enter

the shared secret.

0 X.509 certificates: Set Authentication Method to X.509 Certificate. Click at
Configure and import the local certificate of the Netscreen (in our example:

Netscreen_local.crt).

0 Select as Encryption Algorithm and Hash Algorithm the same settings you've

specified on the Netscreen for the Phase 1 Proposal, in our example we have used 3DES-

168 and MD5.

Version 1.00
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« IPSec SA (Data exchange) parameters: Select as Encryption Algorithm, Hash Algorithm
and Perfect Forward Secrecy (PFS) the same settings you've specified on the Netscreen for
the Phase 2 Proposal, in our example we have used 3DES-168, MD5 and PFS is enabled.

*  Tunnel settings:

o Local network and netmask: These parameters specify the VPN-subnet (internal
network) of the mGuard, in our example 192.168.27.0/255.255.255.0.

o The virtual IP which will be used by the client in stealth mode: This entry is only
required if the mGuard is operated in Stea/th-Mode.

o Remote network and netmask: These parameters specify the VPN-subnet (internal
network) of the Netscreen, in our example 192.168.1.0/255.255.255.0.

«  When using X.509 Certificates: You need to enter as Remote ID the FQDN of the Netscreen,
using the syntax @<FQ@DN> (in our example: @ns5gt.netscreen.com). This entry field is only
visible if you've added the user defined language x¢-ra to the Web-Browser settings and if the
language selector on the mGuard is set to Automatic (menu: Access -> Language).

+ Click at OK.

5.2 Menu: VPN -> Machine Certificate

This step is only required if you use X.509 certificates. You need to import the PKCS#12 export of the
mGuard certificate you've created in chapter “Step 4: Create a certificate for the mGuard, signed by
the CA” (in our example: mGuard.p12).

Version 1.00 -16 -



Interop Guide — VPN connection between mGuard and Netscreen

6 Overview about the performed interoperability tests

6.1 PSK, X.509 Certificates, NAT-T

VPN with Netscreen Netscreen Netscreen
5GT 204 5400

PSK (0] ¢ oK (0] ¢

X.509 Certificates oK OK Not tested

NAT-T / X.509 Certificates OK OK Not tested

Re-keying (standard settings OK OK OK

with 12h long-term test)

6.2 Phase 1 and Phase 2, hash and encryption algorithm

Phase 1 DES | 3DES | AES | AES128 | AES192 | AES256 | SHA1 | MD5

NS 5GT OK | OK OK | OK OK (0] 4 OK OK

NS 204 OK | OK OK | OK OK oK oK OK

NS 5400 OK | OK OK | OK OK OK OK OK

Phase 2 DES | 3DES | AES | AES128 | AES192 | AES256 | SHA1 | MD5

NS 5GT OK | OK OK | OK OK oK oK OK

NS 204 OK | OK OK | OK OK OoK oK OK

NS 5400 OK | OK OK | OK oK OK oK oK

6.3 Random tests with different methods

Phase 1 Phase 2 X509/ PSK

NS 5GT | 3DES — MD5 — DH Group2 3DES — MD5 - PFS PSK

NS 5GT | 3DES — SHA1 — DH Group?2 3DES — SHA1 - PFS PSK

NS 5GT | 3DES — MD5 — DH Group2 3DES — MD5 — PFS X509

NS 5GT | 3DES — SHA1 — DH Group?2 3DES — SHA1 - PFS X509

NS 204 | AES256 — SHA1 — DH Group 5 | AES256 — SHA1 — PFS Group 2 | X509

NS 204 DES — MD5 — DH Group 2 AES256 — SHA1 — PFS Group 2 | X509

NS 204 | AES128 -SHA1 — DH Group 2 | AES256 — SHA1 — PFS Group 2 | X509

NS 204 | 3DES — SHA1 — DH Group2 3DES — SHA1 — no PFS PSK

NS 204 | 3DES — SHA1 — DH Group2 DES — SHA1 — no PFS PSK

NS 204 | 3DES — SHA1 — DH Group?2 DES — MD5 no PFS PSK

NS 204 | 3DES — SHA1 — DH Group2 3DES — SHA1 — PFS Group 2 PSK

NS 204 3DES — SHA1 — DH Group2 AES128 — SHA1 — PFS Group 2 | PSK

NS 204 3DES — SHA1 — DH Group2 AES256 — SHA1 — PFS Group 5 | PSK

NS 5400 | AES128 — SHA1 - PFS Group2 | 3DES — SHA1 — no PFS PSK

NS 5400 | AES256 — SHA1 — PFS Group5 | AES256 — SHA1 — PFS Group 2 | PSK
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7 Troubleshooting

You can retrieve information about the status of the VPN connection from the menus VPN -> IPSec
Status and VPN -> VPN Logs.

Establishing a VPN connection consists of two phases: phase 1 (ISAKMP) and phase 2 (IPSec). In case
of a successful connection the status of ISAKMP and IPSec should be established (menu: VPN ->
IPSec Status).

VPN = IPsec Status

T T
Gateway |

101024 1010212
A R 152160270244 1924881024/ orate a4 STATE_QUICK_|2 (sent QI2,
CNsmGuard, Cede, LsBerlin, ST=Germany, (ISAKMP SA& Psec SA
O=lnnominate, OU=Support, @ns5gt netscreen.com
E=supporti@innominate com

Menu: VPN -> IPsec Status

7.1 ISAKMP couldn't be established

If the ISAKMP couldn’t be established then this could be caused by the following reasons:

« Mismatched pre-shared keys or X.509 certificates.

+ Mismatched ISAKMP policy parameters. Compare the "ISAKMP SA (Key exchange)” settings on the
mGuard (menu: VPN -> Connection) with the settings for the “Phase 1 Proposal” on the
Netscreen (menu: VPNs -> Gateway, edit the gateway definition and click at <Advanced>).

7.2 1IPsec couldn't be established

If ISAKMP could be established but not the IPSec then this could be caused by the following reasons:

» Mismatched IPSec policy parameters. Compare the “IPsec SA (Data exchange)” settings on the
mGuard (menu: VPN -> Connection) with the settings for the “Phase 2 Proposal” on the
Netscreen (menu: VPNs -> AutoKey IKE, edit the definition and click at <Advanced>).

+ Mismatched VPN-tunnel parameters.
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