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1 Introduction 
 
This document describes the required steps to configure a VPN tunnel between the mGuard v.2.x and 
the Intermate TrustGate 5 Model 20 (Firmware: V17_3391). The mGuard was configured to operate in 
PPPoE-Mode and registers its IP-address within a DynDNS-Service. The VPN tunnel will be initiated by 
the TrustGate. This document describes the usage of the authentication methods PSK (Pre-shared 
Secret Keys) and X.509 certificates. 
  
The following diagram illustrates the machines and addresses involved in the connection. The 
examples used in this document are taken from this setup. 
 
 

 
 

Scenario used for the setup of the VPN-tunnel between the mGuard and the TrustGate 
 
 
 
Due to this setup we have the following parameters for the VPN-Tunnel: 
 
 mGuard TrustGate 
Remote VPN gateway %any mGuard.dyn.innominate.com 
Local VPN subnet 10.0.0.0/255.255.0.0 192.168.88.0/255.255.255.0 
Remote VPN subnet 192.168.88.0/255.255.255.0 10.0.0.0/255.255.0.0 
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2 X.509 Certificates
 
2.1 Required certificates 
 
You need the following certificates for setting up the VPN connection: 
� Local certificate of the TrustGate. 

Export as PEM: Import on the mGuard as connection certificate. ⇒ 

⇒ 
⇒ 

� mGuard certificate: 
Export as PEM: Import on the TrustGate as connection certificate. 
Export as PKCS#12: Import on the mGuard as machine certificate. 

 
The local certificate of the TrustGate has to be created on the TrustGate. How to do this is described 
in chapter “TrustGate: Create and export the local certificate”. We used the tool XCA for creating and 
exporting the certificates for the mGuard. You can download this tool from 
http://www.hohnstaedt.de/xca.html. The documentation is located at http://xca.sourceforge.net/. 
 
 
2.2 XCA: Create and export the certificates for the mGuard 
 
You need to perform the following steps for creating the required certificates for the mGuard with the 
tool XCA: 
 
• Step 1: Create the Root CA. 
• Step 2: Create the mGuard certificate (this certificate will be signed with the Root CA). 
• Step 3: Export of the mGuard certificate as PEM and PKCS#12. 
 
 
2.2.1 Step 1: Create the Root CA 
 
• Start the tool XCA. 
• Switch to the tab Certificates, click at New Certificate and then at Next. 
• Select the option Create a self signed certificate with the serial, select CA Template and 

click at Next. 
• A new key needs to be created. Enter a descriptive name for the key (e.g. Fortigate Root CA) 

and click at Create. 
• Use the entry fields from Internal Name to E-Mail Address for entering the identifying 

parameters. Click at Next. 
• Enter into the fields Time Range the lifetime of the Root-CA, click at Apply and then at Next. 
• Now you only need to confirm the appearing input masks by selecting Next until the certificate 

has been created. 
 
 
2.2.2 Step 2: Create the mGuard certificate 
 
• Switch to the tab Certificates, select the Root-CA and click at New Certificate. 
• Click at Next. 
• Ensure that Use this certificate for signing is selected and that the Root-CA is selected in the 

drop-down box. 
• Set Template for the new certificate to Client Template and click at Next. 
• Enter a Name for the New Key and click at Create.  
• Use the entry fields from Internal Name to E-Mail Address for entering the identifying 

parameters. Click at Next. 
• Enter into the fields Time Range the lifetime of the certificate, click at Apply and then at Next. 
• Now you only need to confirm the appearing input masks by selecting Next until the certificate 

has been created. 
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2.2.3 Step 3: Export of the mGuard certificate as PEM and PKCS#12 
 
• Select the mGuard certificate in the tab Certificates and click at Export. 
• Set Export Format to PKCS#12 and click at OK.  
• You’ll be prompted to enter a password which protects the certificate against unauthorized usage. 

If you did not specify a directory for saving the certificate then the export is located in the XCA 
installation directory. 

⇒ 

⇒ 

 
• Select the mGuard certificate in the tab Certificates and click at Export. 
• Set Export Format to PEM and click at OK.  

If you did not specify a directory for saving the certificate then the export is located in the XCA 
installation directory. 

 
 
2.3 TrustGate: Create and export the local certificate 
 
• Select Certificates -> Local from the menu. 
• Click at Create. 
 

 
 
• Use the entry fields from Name to E-Mail Address for entering the identifying parameters.  
• Click at Create. 

The local certificate for the TrustGate will be created. ⇒ 
• Copy the part from “-----BEGIN CERTIFICATE REQUEST-----“ until “-----END CERTIFICATE 

REQUEST-----“ (including also those lines), paste them into a text editor and save the file for 
example as trustgate.pem. This file needs to be imported as connection certificate on the mGuard. 
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3 Configuration of the TrustGate
 
3.1 Prerequisites 
 
It is important that you set the VPN identifier to “Distinguished Name”. This is suitable if you setup a 
new system. Please contact support@innominate.com if you want to integrate the mGuard into an 
existing environment without the possibility to change the used VPN identifier. 
 
Perform the following steps for changing the VPN identifier to “Distinguished Name”: 
 
• Select VPN -> General from the menu. 
 

 
 
• Set ID Type to X.500 Distinguished Name. 
• Click at Save. 
• Reboot the TrustGate. 
 
 
3.2 Configuration of the remote gateway (mGuard) 
 
• Select VPN -> Peers from the menu. 
• Click at New. 
 

 
 
• You can either enter a static IP address into the field Public IP Address or enter a DynDNS-

Name into the field Peer Name and activate the flag Dynamic IP. The FortiGate5 will resolve 
the DynDNS-Name and display its current IP address in the field Public IP Address after saving the 
settings. 

• Click at Save. 
• Click at the icon       for specifying either the Preshared Key or for importing the certificate. 
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• If you want to use X.509 certificates: Open the PEM export of the mGuard certificate (in our 

example mGuard.pem) with a text editor, copy the complete certificate including the lines “-----
BEGIN CERTIFICATE-----“ and “-----END CERTIFICATE-----“ and paste it into the input field Pre-
Loaded Certificate. 

• If you want to use Pre-shared Keys: Set in the section Pre-Shared Key the data type to ASCII 
and enter the pre-shared key. 

• Click at Save. 
 
 
3.3 Configuration of the VPN tunnel 
 
• Select VPN -> Tunnels from the menu. 
• Click at New. 
 

 
 
• Select the remote Peer to which the VPN tunnel should be established. 
• The TrustGate already enters the values for the Local Network and the Local Subnet Mask 

with the network IP of the internal network, in our example 192.168.88.0/255.255.255.0. 
• Enter into the fields Remote Network and Remote Subnet Mask the network IP of the 

internal network of the mGuard, in our example 10.0.0.0/255.255.0.0. 
• Click at Save. 
 
Now the configuration of the VPN tunnel at the TrustGate is finished. Click at the icon       for 
establishing the connection from the TrustGate to the mGuard. 
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4 Configuration of the mGuard 
 
4.1 Import of the mGuard machine certificate 
 
You only need to perform this step if you are using X.509 certificates. 
 
• Select VPN -> Machine Certificate from the menu. 
• Click at Browse and specify the PKCS#12 export of the mGuard certificate, in our example 

mGuard.p12. 
• Enter the Password which protects the certificate against unauthorized usage. 
• Click at Import. 
• Click at OK when the import of the certificate is finished. 
 
 
4.2 Configuration of the VPN tunnel 
 
• Select VPN -> Connections from the menu. 
• Click at New. 
• Enter a descriptive name for the connection (e.g. Intermate) and click at Edit. 

The following screen appears: ⇒ 
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• Address of the remote site’s VPN gateway: Enter %any if the connection will be initiated by 

the TrustGate. Otherwise enter the static IP or the DynDNS-name of the TrustGate. 
• Set Connection type to Tunnel (Net <-> Net). 
• Specify with the parameter Connection Startup if the connection will be initiated by the mGuard 

(Start connection to …)  or by the TrustGate (Wait for connection from …), 
• Authentication method: 

o Pre-Shared Keys:  Set Authentication method to Pre-shared Secret. Click at 
Configure and enter the shared secret. 

o X.509 Certificates: Set Authentication method to X.509 Certificate. Click at 
Configure and import the local certificate of the TrustGate (in our example: 
trustgate.pem). 

• ISAKMP SA (Key Exchange): Set the parameters as follows: 
o Encryption Algorithm = 3DES-168 
o Hash Algorithm = All algorithms 

• IPSec SA (Data exchange): Set the parameters as follows: 
o Encryption Algorithm = AES-168 
o Hash Algorithm = All algorithms 
o Perfect Forward Secrecy = Yes 

• Tunnel settings / local network and netmask: These parameters specify the internal 
network of the mGuard, in our example 10.0.0.0/255.255.0.0. 

• The virtual IP which will be used by the client in stealth mode: This entry is only required 
if the mGuard is operated in Stealth-Mode. 

• Tunnel settings / remote network and netmask: These parameters specify the internal 
network of the TrustGate, in our example 192.168.88.0/255.255.0.0. 

• Firewall incoming / outgoing: Those entries can be used for specifying an incoming and 
outgoing Firewall specific to the VPN tunnel. Note that this firewall applies to the VPN tunnel only. 

• Click at OK. 
 
The mGuard will try immediately to establish the VPN connection if: 
• The mGuard is operated in Router/PPPoE-Mode, 
• The VPN connection is enabled, 
• The mGuard should initiate the VPN connection. 
 
 

5 Getting status information about the VPN tunnel 
 
5.1 mGuard 
 
Select VPN -> IPSec Status from the menu. ISAKMP State and IPSec State should be 
established in case of a successful connection. 
 

 
 
5.2 TrustGate 
 
Select Status -> Tunnels from the menu. The status of the tunnel should be “Up” in case of a 
successful connection. 
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6 Troubleshooting 
 
Establishing a VPN connection consists of two phases: phase 1 (ISAKMP) and phase 2 (IPSec).  
 
 
6.1 ISAKMP couldn’t be established 
 
If the ISAKMP couldn’t be established then this could be caused by the following reasons: 
 
• Mismatched pre-shared keys or certificates. 
• Mismatched or not supported ISAKMP policy parameters. Edit the VPN connection (menu: VPN -> 

Connections) and compare the parameters of the section “ISAKMP SA (Key exchange)” with the 
settings on the remote entity. Check if you have specified the same settings on both entities and if 
the remote entity supports the selected parameters. 

 
 
6.2 IPsec couldn’t be established 
 
If ISAKMP could be established but not the IPSec then this could be caused by the following reasons: 
 
• Mismatched or not supported IPSec policy parameters. Edit the VPN connection (menu: VPN -> 

Connections) and compare the parameters of the section “IPSec SA (Data exchange)” with the 
settings on the remote entity. Check if you have specified the same settings on both entities and if 
the remote entity supports the selected parameters. 

• Mismatched tunnel (subnet) parameters. 
 


	Introduction
	X.509 Certificates
	Required certificates
	XCA: Create and export the certificates for the mGuard
	Step 1: Create the Root CA
	Step 2: Create the mGuard certificate
	Step 3: Export of the mGuard certificate as PEM and PKCS#12

	TrustGate: Create and export the local certificate

	Configuration of the TrustGate
	Prerequisites
	Configuration of the remote gateway (mGuard)
	Configuration of the VPN tunnel

	Configuration of the mGuard
	Import of the mGuard machine certificate
	Configuration of the VPN tunnel

	Getting status information about the VPN tunnel
	mGuard
	TrustGate

	Troubleshooting
	ISAKMP couldn’t be established
	IPsec couldn’t be established


