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Application Note: Rollout Support

1 Disclaimer
© Innominate Security Technologies AG

December 2011

“Innominate” and “mGuard” are registered trademarks of the Innominate Security Technologies
AG. All other brand names or product names are trade names, service marks, trademarks, or
registered trade marks of their respective owners.

mGuard technology is protected by the German patents #10138865 and #10305413. Further
national and international patent applications are pending.

No part of this documentation may be reproduced or transmitted in any form, by any means
without prior written permission of the publisher.

All information contained in this documentation is subject to change without previous notice.
Innominate offers no warranty for these documents. This also applies without limitation for the
implicit assurance of scalability and suitability for specific purposes.

In addition, Innominate is neither liable for errors in this documentation nor for damage, accidental
or otherwise, caused in connection with delivery, output or use of these documents.

This documentation may not be photocopied, duplicated or translated into another language, either
in part or in whole, without the previous written permission of Innominate Security Technologies
AG.
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Application Note: Rollout Support

2 Introduction

When rolling out projects with lots of devices it could be very time consuming to configure each
mGuard manually through its web interface. This document describes how to pre-configure the
mGuard devices before flashing them with the firmware.

The firmware can be downloaded at the Innominate website www.innominate.com, section
Downloads >> Firmware. The firmware consists of the following files, depending on the mGuard
product:

Product Firmware files
mGuard smart install.p7s

mGuard industrial rs jffs2.img.p7s

mGuard PCI

mGuard blade

mGuard smart2 install-ubi.mpc83xx.p7s
mGuard rs2000 ubifs.img.mpc83xx.p7s
mGuard rs4000

mGuard centerport install.x86_64.p7s

firmware.img.x86_64.p7s

Each mGuard product needs their corresponding firmware files for the flash procedure (refer to the
list above). For a simplified notation, the following chapters mention only the firmware files
install.p7s and jffs2.img.p7s representatively.

The flash procedure on the mGuard checks for the presence of the file rollout.sh in the root
directory of the TFTP server. This file must be located in the same directory as the new firmware
image files (jffs2.img.p7s and install.p7s). The file rollout.sh can be used for uploading either a
configuration fragment to the devices (e.g. same firewall rules for all devices) or a complete
configuration.

The following mechanisms are supported by the script rollout.sh:

1) TFTP, dynamic: A device specific configuration file <serialnumber=>.atv is uploaded to the
devices from the TFTP server’s directory. Refer to chapter Sample Script 1 (TFTP, dynamic) for
obtaining further information about how to configure the script rollout.sh.

2) TFTP, static: The same configuration is uploaded to all devices from the TFTP server’s
directory. This method is used for example to pre-configure all devices with the same firewall
rules. Refer to chapter Sample Script 2 (TFTP, static) for obtaining further information about
how to configure the script rollout.sh.

3) WGET, dynamic: A device specific configuration file is uploaded from an HTTP server on the
TFTP server’s host. During the flash procedure the mGuard transfers its serial number and
additional information to the HTTP server. A script on the server is responsible to create the
configuration file which is sent back to the mGuard. Refer to chapter Sample Script 3 (WGET,
dynamic) for obtaining further information about how to configure the script rollout.sh.
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3 Script rollout.sh

The mGuard provides basic means for supporting the rollout process, starting with firmware
release 2.1.3. The implementation of the process itself depends on the user and is therefore not
part of the standard distribution.

After flashing the firmware (please refer to the mGuard User Manual) the mGuard checks for the
file rollout.sh. This file must be located in the same directory as the firmware image files
(jffs2.img.p7s and install.p7s) on the TFTP server. If the file exists, it is uploaded to the mGuard
and executed.

The file rollout.sh should be a UNIX shell script. The script can be used to retrieve the configuration
data for the mGuard from the TFTP server and to start the mGuard configuration program
(gaiconfig), which will configure the device accordingly. Chapter 3.1 contains more detailed
information on the bootstrap process and on how to implement the script.

The contents of the script depend on the particular requirements of the user. Therefore the script is
not provided by Innominate. The rollout support can be implemented in a way that all devices get
the same configuration (refer to Sample Script 2 (TFTP, static)), or it can be implemented
dynamically, configuring each device depending on its serial or flash number (refer to Sample
Script 1 (TFTP, dynamic) and Sample Script 3 (WGET, dynamic)). Use these sample scripts as a
reference for your own implementation.

3.1 Bootstrap in detail

1) Every bootstrapping file system image (jffs2.img.p7s) has a directory called /bootstrap/ that
contains the bootstrapping control script (/bootstrap/install.sh). The control script deletes the
entire /bootstrap directory after the bootstrap process is successfully finished. Every time the
kernel boots, it checks for an unfinished bootstrapping process by checking the existence of
/bootstrap.

2) The script install.p7s loads a script called rollout.sh from the TFTP server after loading and
flashing the jffs2 file system image. rollout.sh is written to /bootstrap/rollout.sh of the flash file
system and executed from there. A missing rollout.sh script on the TFTP server is ignored.

3) The script rollout.sh has to create the script /bootstrap/preconfig.sh. This script will be
executed at the end of the bootstrap process.

4) The system starts bootstrapping after it has loaded and flashed jffs2.img.p7s completely, which
is controlled by /bootstrap/install.sh. After the installation has been successfully completed it
checks for the existence of the configuration script /bootstrap/preconfig.sh. If it does not exist,
no further action is taken. If the script exists it will be executed. During the execution of
rollout.sh the network is available, during the execution of preconfig.sh the mGuard is in
standalone mode.

A successful execution of /bootstrap/preconfig.sh is indicated by a specific flash pattern of the LED
at the end of the flash procedure:

Product Without pre-configuration With pre-configuration

mGuard smart All three LED flash green The outer of the three LED flash

mGuard smart2 simultaneously. simultaneously in turn with the
inner LED.

mGuard pci & The mGuard restarts The green LAN and WAN LED flash

mGuard blade automatically. simultaneously in turn with the red
WAN LED.

mGuard industrial rs The modem, state and LAN LED | The modem and LAN LED flash

flash green simultaneously. green simultaneously in turn with

the status LED.

mGuard rs2000 The LED Stat, Mod and Sig flash | The LED Stat and Sig flash green

mGuard rs4000 green simultaneously. simultaneously in turn with the Mod
LED.
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3.2 Remarks

gaiconfig can be called multiple times in preconfig.sh, first for a master configuration (e.g.
default.atv) which contains a basic configuration to be used by all devices and second for the
specific configuration preconfig.atv.
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3.3 Sample Script 1 (TFTP, dynamic)

This is a sample script rollout.sh using tftp for downloading a device specific configuration file from

the TFTP server. The script assumes that the configuration filename is <serialnumber>.atv. The

script downloads the configuration file using tftp and creates the script preconfig.sh that calls the

mGuard configuration program gaiconfig. preconfig.sh is automatically executed after all packets

are installed successfully (refer to chapter 3.1).

#!1/bin/sh -ex
# The IP address of the DHCP/TFTP server
# is supplied by install.p7s

server=%$1
export PATH=/bin:/bootstrap
if test -x /bootstrap/sysmguard && \

test " sysmguard kv™" -eq 6;

then

SERIAL="sysmguard param oem_serial™
else

# /proc filesystem is needed

mount -t proc none /proc

SERIAL="cat /proc/sys/mguard/parameter/oem_serial™

# /proc must be unmounted to enable unmounting of the jffs2 filesystem later.
umount /proc

fi

# This is the filename of the user supplied configuration file
# on the host in the TFTP-server directory
cfg_name="${SERIAL}.atv"

# fetch the configuration-file "preconfig.atv"
tftp -g -l - -r "$cfg_name" "${server}" | dd bs=1M of=/bootstrap/preconfig.atv

# create a small configuration-script that installs the
# configuration fetched from ${server}

cat >/bootstrap/preconfig.sh <<EOF

#1/bin/sh

modprobe param_dev 2>/dev/null

gaiconfig --silent --set-all < /bootstrap/preconfig.atv
EOF

# Make it executable. It will be executed after all packets
# are installed completely.
chmod 755 /bootstrap/preconfig.sh

[I, The script rollout.sh must be stored in UNIX format.
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3.4 Sample Script 2 (TFTP, static)

This is a sample script rollout.sh using tftp for downloading a standard configuration file for all
devices from the TFTP server. The script assumes that the configuration filename is preconfig.atv.
The script downloads the configuration file using tftp and creates the script preconfig.sh that calls
the mGuard configuration program gaiconfig. preconfig.sh is automatically executed after all
packets are installed successfully (refer to see chapter 3.1).

#!1/bin/sh -ex

# The IP address of the DHCP/TFTP server
# is supplied by install.p7s

server=%$1

# This is the filename of the user supplied static configuration file
# on the host in the TFTP-server directory
cfg_name=preconfig.atv

export PATH=/bin:/bootstrap

# fetch the static configuration-file "preconfig.atv”
tftp -g -l - -r "$cfg_name" "${server}" | dd bs=1M of=/bootstrap/preconfig.atv

# create a small configuration-script that installs the
# configuration fetched from ${server}

cat >/bootstrap/preconfig.sh <<EOF

#1/bin/sh

modprobe param_dev 2>/dev/null

gaiconfig --silent --set-all < /bootstrap/preconfig.atv
EOF

# Make it executable. It will be executed after all packets
# are installed completely.
chmod 755 /bootstrap/preconfig.sh

[I, The script rollout.sh must be stored in UNIX format.
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3.5 Sample Script 3 (WGET, dynamic)

This is a sample script rollout.sh using wget for downloading a device specific configuration file
from a HTTP server on the TFTP server. The script assumes that a script on the HTTP server
(preconfig.cgi in this example) identifies the device using the serial number. The mGuard transmits
its serial number and additional information to the HTTP server. The script on the server side
(preconfig.cgi in this example) is responsible for creating the script preconfig.sh which is sent to
the mGuard and installed in the mGuard’s /bootstrap directory. preconfig.sh calls the mGuard
configuration program gaiconfig and is automatically executed after all packets are installed
successfully (refer to chapter 3.1).

#1/bin/sh -ex

# The IP address of the DHCP/TFTP server
# is supplied by install.p7s

server=$1

export PATH=/bin:/bootstrap

if test -x /bootstrap/sysmguard && \

test "“sysmguard kv~ " -eq 6;

then

FID="sysmguard flash factory™

HW="sysmguard hw revision™

SERIAL="sysmguard param oem_serial |sed 's/ /\%20/g"'"
CPU="sysmguard hw cpu |sed 's/ /\%20/g"'"

NAME="sysmguard param name |sed 's/ /\%20/g""

else

# /proc filesystem is needed

mount -t proc none /proc

# fetch information about the system and replace spaces by %620
FID="cat /proc/sys/mguard/hw/factoryregister™

HW="cat /proc/sys/mguard/hw/revision™

SERIAL="cat /proc/sys/mguard/parameter/oem_serial |sed 's/ /\%20/g'"
CPU="cat /proc/sys/mguard/hw/processortype |sed 's/ /\%20/9"'"
NAME="cat /proc/sys/mguard/parameter/name |sed 's/ /\%20/g'"

# /proc must be unmounted to enable unmounting of the jffs2 filesystem later.
umount /proc

fi

SW="cat /etc/version™

# call the configuration CGI with all the information about us and

# store the result as /bootstrap/preconfig.sh

# The configuration in this example is done by a http-server on

# the DHCP/TFTP server host.

wget -O /bootstrap/preconfig.sh "http://$server/cgi-
bin/preconfig.cgi?FID=$FID&HW=$HW&SW=$SWE&&CPU=$CPU&NAME=$NAME&SERIAL=$SERIAL"

# Make it executable. It will be executed after all packets
# are installed completely.
chmod 755 /bootstrap/preconfig.sh

E‘ The script rollout.sh must be stored in UNIX format.
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The corresponding CGI script has to retrieve the configuration from a database (or from

configuration files) and should create a shell script preconfig.sh that calls the mGuard configuration
program gaiconfig:

#!/bin/sh

modprobe param_dev 2>/dev/null
gaiconfig --silent --set-all <<EOF
NETWORK_HOSTNAME=mGuard0232
MY_LOCAL_IP=192.168.30.40

EOF
In this example the configuration values 192.168.30.40 and mGuard0232 have to be retrieved

from a database (or configuration files) on the HTTP server, depending on the information received
from the mGuard.
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4 mGuard rs2000/rs4000: Rollout using the SD Card

The rollout of the mGuard rs2000/rs4000 can be performed using the SD card. The SD card must
contain the subdirectories Firmware and Rescue Config.

The subdirectory Firmware must contain the firmware image files install-ubi.mpc83xx.p7s and
ubifs.img.mpc83xx.p7s:

/Firmware/install-ubi.mpc83xx.p7s

/Firmware/ubifs.img.mpc83xx.p7s

The subdirectory Rescue Config must contain the files preconfig.atv and preconfig.sh:
/Rescue Config/preconfig.atv
/Rescue Config/preconfig.sh

The file preconfig.atv is the configuration profile which should be applied to the mGuard. The file
preconfig.sh must contain the following two lines:

#1/bin/sh
exec gaiconfig --silent --set-all < /bootstrap/preconfig.atv

E‘ The file preconfig.sh must be stored in UNIX format.

After preparing the SD card accordingly and inserting it into the SD slot of the mGuard
rs2000/rs4000, press the rescue button and keep it pressed until the LED STAT, MOD and SIG
shine continuously green.

Now the flash procedure starts. The mGuard is flashed with the provided firmware and the
configuration profile is applied.

The procedure is finished when the LED STAT and SIG flash green simultaneously in turn with the
MOD LED.

Please refer to the mGuard User Manual to obtain further information about the flash procedure.
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5 Further Readings

For more detailed information please refer to the mGuard User Manual.

5.1 gaiconfig

The Generic Administration Interface's (GAI) purpose is to provide an interface to configure the
mGuard from the command line. gaiconfig is the command line tool to get and set variables in all
configuration files managed by GAI. Services are stopped and started as defined in the registry
before the program exits. Upon successful completion a value of 0 is returned. This command can
be used by all users who are members of the group admin. Here is a selection of gaiconfig
commands:

--help Print a short description of the command.

--get-all Dump all read-write variables on stdout, using the Attribute-Type-Value
(ATV) object serialization language.

--set-all Set all write-only and read-write variables mentioned in the file in
Attribute-Type-Value (ATV) object serialization language from stdin.

--silent Just rewrite the configuration files but don't stop and start depending
services.

For further information on gaiconfig please refer to the gaiconfig User Guide.

Document ID: AN207412C11-016 Page 12 of 12



	1 Disclaimer
	2 Introduction
	3  Script rollout.sh
	3.1 Bootstrap in detail
	3.2  Remarks
	3.3  Sample Script 1 (TFTP, dynamic)
	3.4  Sample Script 2 (TFTP, static)
	3.5  Sample Script 3 (WGET, dynamic)

	4  mGuard rs2000/rs4000: Rollout using the SD Card
	 
	5  Further Readings
	5.1 gaiconfig



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Impact
    /LucidaConsole
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 200
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


