


and versatile Trojans, Waledac and the
Bredolab downloader, ushering in a
plethora of evil malware and spyware
from servers hosted mostly in Russia
and China. In mid-2010, the Stuxnet
worm was discovered, exposing new
vulnerabilities and further raising
the stakes. The near future will see
SCADA exploits based on Stuxnet
copycats. The expiration of support for
Windows 2000 means the end of avail-
able and automated security updates
against these kinds of threats.

Expensive upgrades

An obvious solution, of course, is to
implement an upgrade to a newer op-
erating system that maintains current
support. But such upgrades are costly.
New licenses must be purchased and
new software installed. And new ver-

an expensive approval process when
altering any of their components. Such
interruptions can lead to production
complications — which have a greater
impact than interruptions to an office
environment — and thus significant
expenses can quickly accumulate as-
sociated with any upgrade.

It is difficult to calculate the po-
tential security risks and the risks
of unforeseen glitches that could af-
fect production. The responsibility of
triggering a potential cost avalanche
trembles in the balance. For this rea-
son, common sense and demonstrated
logic often guide plant personnel to
be ruled by the philosophy “if it’s not
broke, let’s not ‘fix’ it.”

Distributed security appliances
What virtually all software security
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plant techni-
cians rather than IT network adminis-
trators. Such devices come in various
industrial-rated formats, encompass-
ing DIN-rail mounting, 19-in. rack
mounting in cabinets, as PCI cards or
as dongle-style patch cords for roam-
ing technicians.

In "stealth mode,” these security
devices are completely invisible on
the network, automatically assuming
the Ethernet and Internet address of
the equipment to which they are con-
nected, so that no additional addresses
are required for the management of
the network devices. No changes need
to be made to the network configura-
tion of the existing systems involved.
The devices operate invisibly and
transparently, monitoring and filter-
ing traffic to the protected systems by
providing a so-called stateful packet
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