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Following the Stuxnet attack, even the operators of industrial plants have to pay serious attention to 
IT security

 Since the attention aroused 
across the globe by the Stux-
net worm that infected tens of 
thousands of engineering and 
visualization PCs and the con-
trollers of industrial plants, the 
risks associated with malware 
and insufficient IT security 
within automation networks 
can no longer be overlooked. 
Solutions for industrial network 
security provide protection by 
preventing unauthorized exter-
nal  manipulations and network 
 access.

The Stuxnet computer worm 
has caused a worldwide sensa-
tion since its discovery in June 
2010. This cyber attack is the � rst 
publicly-known, targeted rootkit 
attack on industrial plants. Tens 
of thousands of PCs became in-
fected and then passed on the 
malicious program code without 
it being discovered. The inten-
tion of the computer worm was 
to manipulate Windows-based 

automation software in order to 
in� ltrate malicious codes into 
the controllers of special indus-
trial plants. 

The actual danger today is 
much wider-ranging than Stux-
net alone. The methods used by 
this worm have been sufficiently 
analyzed and the corresponding 
detection signa-
tures are known to 
the manufacturers 
of anti-virus soft-
ware. However, IT 
security specialists regard copy-
cat mutations as a serious risk.

While Stuxnet was pro-
grammed to target only a spe-
ci� c type of programmable logic 
controller (PLC) of one manu-
facturer with a very precisely 
de� ned con� guration, mutations 
may also be able to infect com-
ponents from other manufactur-
ers. The risks inherent to this for 
operators and the plants affected 
could be considerable.

One lesson learnt from the 
Stuxnet attack is that conven-
tional virus scanners do not 
provide any routine protection 
against attacks of such quality. 
Analyses of the malicious code 
have shown retrospectively that 
the worm was already in circula-
tion for at least 12 months before 

it was even discov-
ered. It was not de-
tected by anti-virus 
programs during 
this time because it 

did not have any signatures to be 
recognized by.

To develop suitable protec-
tion measures against attacks by 
the Stuxnet worm and potential 
mutations, it is necessary to un-
derstand its mode of operation. 
The worm develops its adverse 
effects in four stages and on var-
ious levels:

1. Infection of Windows PCs: 
The worm uses a mixture of ag-
gressive mechanisms to spread 

into and infect Windows PCs 
both via network connections as 
well as via USB memory sticks.

2. Misuse and manipulation of 
automation software: If Stuxnet 
is on the WinCC visualization 
system or the Siemens STEP 7 
engineering software installed on 
the infected PC, it manipulates 
WinCC databases and STEP-7 
projects it � nds there to ensure 
its further spread and continued 
existence on the PC. The control-
lers detected in the projects are 
identi� ed out as potential tar-
gets for stage 3.

3. In� ltration of malicious 
code into controllers: Via a mani-
pulated system library, Stuxnet 
can in� ltrate any malicious code 
into the con� gured controllers, 
then hide these manipulations 
from the developer, and protect 
itself from being overwritten.

4. Communication with serv-
ers on the Internet: From the in-
fected PC, the worm attempts to 

Stuxnet mutations 
are the 

actual danger

establish communication with 
several servers on the Internet. 
If contact is made, then spyware 
can deliver stolen information 
and new instructions, and up-
dates for the worm itself can be 
received and run by its “digital 
bomb” .

Certifi ed safety
Planning process with safety integrity function

For all SIL devices from 
Phoenix Contact, the values 
required for the calculation 
are in the certi� cate or the 
evaluation as well as in the 
safety manual 

 When the risk analysis of an 
interdisciplinary team compris-
ing process engineers, safety 
experts and engineers comes to 

the conclusion that the safety 
risk to persons, systems and the 
environment emanating from 
a process engineering system is 

too great – even when operation-
al and monitoring equipment 
(BPCS) is used for the process 
– then additional measures have 
to be taken to limit the tolerable 
extent of the risk and its prob-
ability of occurring.

Steps towards damage 
limitation, emergency plans, 
 mechanical equipment as 
well as the installation of 
additional safety-instru-
mented systems (SIS) 
can all be part of these 
activities. Each and 
every function of the 
Pipeline and Instru-
mentation diagram 
is thereby put to 

the test. Additional 
safety integrity func-

tions (SIF) may have 
to be planned. The level 

of risk reduction they 
should provide is deter-

mined by a risk graph in the 
form of an SIL (safety integrity 
level).

What might be the procedure 
when considering the functional 
safety of analog signal circuits 
within process technology? What 
are the relevant values and pa-
rameters? Where are they docu-
mented and how do they � ow 
into the overall 
scheme of things? 
The “safe condi-
tion” is de� ned 
for every safety-
integrity function, comprised of 
the input circuit, the logic and 
the output circuit. In this regard 
consideration should be given to 
what has to happen if, for ex-
ample, the power supply is inter-
rupted. 

Additionally, the user must 
 determine the SIL as a measure 
of the risk minimization required 
for the function, based on a risk 
graph. The SIL thereby indicates 
the probability of the safety 
 system correctly executing the 
expected safety-integrity func-
tion (SIF) during a given time 
period. All SIF devices should 
meet the required level. How-
ever, when implementing func-
tional safety it is insufficient to 
simply aligned devices with the 
required SIL. 

The safety integrity level of a 
device merely indicates that the 
module may be used within the 
safety circuit and that the SIL 
requirements are met within its 
lifecycle – i.e. during design and 
development. The device receives 
an SIL evaluation or a certi� cate 
for this purpose. 

Additionally, the safety man-
ual provides in-
formation on the 
important values 
needed to calcu-
late the SIL cir-

cuit. There are now various ap-
proaches that can be taken to 
implement functional safety, 
depending (among other things) 
on whether a system has been 
recently planned. 

To support the user during 
 implementation, the most im-
portant safety terminology and 
 values are explained at www.
phoenixcontact.net/process 
times. These include  Voting 
MooN (M out of N devices), HFT 
(Hardware Fault Tolerance), 
SFF (Safe Failure Fraction) and 
PFD (Probability of Dangerous 
Failure on Demand). By way of 
example, a dispersion plant in 
which various chemical sub-
stances are mixed, indicates the 
exact procedure of risk minimi-
zation.

Aligning 
SIL devices is 

not enough

Wireless communication

You choose: 
WirelessHART or
Trusted Wireless

Intrinsic safety

… using conventional 
signal conditioners or Ex I/Os

Success story: SHELL

Phoenix Contact QT terminals 
in use at Shell in Rotterdam

Fieldbus infrastructure

Modular device couplers 
for Foundation Fieldbus and 
PROFIBUS PA
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News from the world of process technology

But the operators of industrial 
plants are not defenseless against 
cyber attacks. Innominate, a 
company within the Phoenix 
Contact Group, has developed 
with mGuard a technology with 
a range of preventive and diag-
nostic functions with which un-

authorized network attacks and 
manipulations within computer 
systems can be reliably detected 
in real time. This increases se-
curity against attacks similar to 
Stuxnet and reduces the associ-
ated risks.
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WirelessHART Network 2

WirelessHART Network 1

RAD-WHG/WLAN-XD

RAD-WHG/WLAN-XD

WLAN Access Point

Say Goodbye to 
Manual Measuring

Safer oil production with 
Trusted Wireless technology

ated in difficult terrain – on the 
southeast edge of the oil � eld, 
where there is virtually no in-
frastructure. Here wireless 
modules and sensors are sup-
plied via a solar power supply 

unit, which was designed by 
Phoenix Contact speci� cally 
for use in industrial wireless 
applications. In addition to 
the solar cells, the solar mod-
ule has a precon� gured control 
cabinet with charge controller, 
solar batteries, and surge pro-
tection.

Intelligent combination
Gateway supports WirelessHART and WLAN

Safe switch-o�  in 
emergencies
Redundant design increases functional safety

 Wireless communication is be-
coming of increasing importance 
within process technology – via 
WirelessHART, for example. Es-
pecially when sensors are diffi-
cult to access, a wireless-based 
solution proves to be a good, 
cost-effective alternative to con-
ventional cables. If the Wire-
lessHART network is clustered 
in optimally designed structures 
then its transmission speed and 
availability increases.  

During clustering, a wireless 
network is divided with many 
devices into smaller bus seg-
ments, each with a gateway, and 
is then incorporated into the 
central computer system by a 
higher-level WLAN structure. As 
the WirelessHART gateway from 
Phoenix Contact is equipped 
with a WLAN interface, it can 
communicate with standard 
WLAN access points. The newly 

created wireless units are there-
fore less complex and require 
fewer repeaters. Additionally, the 
current consumption and main-
tenance effort required by the 
battery-operated components, 
which function as repeaters, are 
decreased. A stable network that 
counters bottlenecks is therefore 
the result of such clustering.

The WirelessHART gateway 
with integrated WLAN trans-
ceiver connects up to 250 Wire-
lessHART � eld devices. It com-
prises a WirelessHART access 
point, a network manager and 
the gateway interface with a 
WLAN client. The gateway au-
tomatically converts HART data 
to Modbus/TCP allowing the 
� eld devices to be easily incor-
porated into virtually all host 
systems. WLAN encryption us-
ing the IEEE-802.11i- standard 
and a 128 bit AES (Advanced 

Encryption Standard) algorithm 
ensures a secure backhaul con-
nection. The WLAN transceiver 
can optionally be deactivated; 
the connection to the host is then 
established via the Ethernet con-
nection. 

Additionally, existing wire-
connected HART � eld devices 
can be integrated into the HART 
system via the gateway using 
WirelessHART adapters. The 
WirelessHART gateway is either 
con� gured by the PC using a 
web browser or by a HART pro-
grammer using the 
HART  modem con-
nection.

The WLAN 
transceiver works 
in the frequency range from 
2,4000 GHz to 2,4720 GHz. In ad-
dition to the transmission pow-
er, 13 channels can be selected 
from. Two external antennas can 
be installed via the RP-SMA fe-
male antenna connector. System 
diagnostics are either displayed 

locally or on the web server. A 
� oating RF link relay indicates 
whether there is a WLAN con-
nection established. The frequen-
cy range of the WirelessHART 
interface is between 2,4000 GHz 
and 2,4835 GHz. There are 15 
channels available here. Status 
LED visualization indicating 
whether a WirelessHART device 
is connected.

Due to the fact that the Wire-
lessHART gateway comprises of 
two wireless interfaces, parallel 
operation of both technologies 

must be ensured. 
Numerous tests 
underline the ro-
bustness of Wire-
lessHART technol-

ogy. The relatively narrow-band 
transmission allows interference 
from WLAN, i.e. overlapping of 
two or more radio waves. In prac-
tical usage, the WLAN interface 
remains inactive until the host 
requests data or the user runs a 
network diagnosis.

250 � eld devices 
can be connected

Clustering the wireless network increases transmission speed and availability

Clustering of WirelessHART network and WLAN connection 
to the host

Using Trusted Wireless modules, GDF was able to connect two remote wells

 Continued from page 1:

Protect industrial systems against cyber attacks

Fieldbus and wireless technology 
ensure competitiveness

 Gaz de France (GDF) un-
locks oil � eld in Emsland. 
Previously, measuring sta-
tions at the drill sites had to 
be inspected on a daily basis 
to acquire values. This infor-
mation is now transmitted by 
a Trusted Wireless solution, 
thereby increasing safety and 
cost-effectiveness.  

At the Bramberge crude 
oil � eld, ten kilometers north 
of Lingen, GDF Suez E&P 
Deutschland GmbH is produc-
ing crude oil and natural gas. 
A mixture of crude oil, gas and 
salt water is being pumped 
from a depth of up to 900 me-
ters.

After separation, the reser-
voir water is fed to injection 
pumps which pushes it back 
into the reservoir rock via six 
water injection drill holes at 
the edge of the oil � eld. The 
injection pressure at the drill 
holes is an important process 
parameter and must be moni-
tored continuously; initially, 
this was done by inspection 
rounds and manual data ac-
quisition.

Friedrich Schulte, respon-
sible for measurement and 
control technology, explains as 
follows: “When looking for an 
alternative to complex cable 
installation, we chose a wire-
less solution – Trusted Wire-

less from Phoenix Contact.” 
Using Trusted Wireless wire-
less modules, Schulte was able 
to connect two wells that were 
situated in inconvenient posi-
tions. In order to transmit the 
measured values from a well 
situated on the northern edge 
of the � eld to the central injec-
tion pump 600 m away, a rail-
road line had to be crossed. A 
cable solution would have re-
quired extensive digging work. 
“Digging under railroad lines 
involves high costs and safety 
measures, and also requires a 
lot of administrative effort and 
approvals,” explains Schulte. 
“With the wireless connection 
we avoided all this.”

The wireless path was es-
tablished using the RAD Line 
IO unidirectional wireless sig-
nal transmission system, which 
transmits two digital signals 
and one analog signal between 
the transmitter and receiver. 
Panel antennas from the com-
prehensive range of wireless 
accessories ensure that the 
600 m distance can be covered 
without any problems, despite 
the harsh environmental con-
ditions. The Trusted Wireless 
technology used in the RAD 
Line IO modules is not dis-
turbed by trains or high-volt-
age systems either.

The second well is also situ-

RAD-Line IO modules from 
Phoenix Contact allow the 
wireless path to be perma-
nently monitored

 Field signals can be con-
nected to the process control 
system (PCS) by � eldbus, wire-
less or traditional 4  –  20 mA 
technology. The best technol-
ogy in each case depends on 
the respective application and 
its special requirements.  

Many users continue to use 
classic 4  –  20  mA � eld signals 
here. However, in contrast to 
� eldbus systems such as Field-
bus Foundation FF-H1 and 
PROFIBUS PA, only one � eld 
parameter can be transmitted. 
Furthermore, the parameters 
can only be changed slowly 
and to a limited extent via the 

HART function. This is easier 
and faster for � eldbus devices 
and can even be automated. 
Nevertheless, the difference in 
price between 4 – 20 mA and 
� eldbus devices is relatively 
small. 

The only bene� t of 4  –  20  mA 
technology is that the instal-
lation (� eld distributor, cable, 
I/O system) remains the same. 
This does however endan-
ger competitiveness in the 
medium to long term. This is 
exactly the reason why users 
should switch over to � eldbus 
and wireless technology for 
new systems.

 If failsafe controllers are used 
then safe coupling relays are 
 required for power adjustment 
and electrical isolation of actua-
tors. As actuators often require 
more current or other voltages 
than those that can be supplied 
by the output cards of the con-
trollers.  

With the PSR-FSP coupling 
relay range, Phoenix Contact 
provides modules developed 
and certi� ed in compliance with 
IEC 61508. Depending on the 
model, they comprise one or two 
positively driven internal safety 

relays, whose contacts are con-
nected in series. Thus ensuring 
 redundancy and increasing in-
creasing safety. 

The special requirements of a 
failsafe controller are accommo-
dated for by all relay types due to 
their integrated test-pulse � lter, 
installed to prolong the service 
life, as well as the control circuit 
installed for adjustment of the 
current consumption. Depend-
ing on the type of module, they 
unite one or two enabling current 
paths as well as an alarm current 
path, all in one narrow 17.5 mm 

housing. This reduces the space 
requirements by 20 percent in 
contrast to conventional solu-
tions. The maximum switching 
current of the N/O contact is 5 A. 
The load contact has a standard 
fuse accessible from the outside, 
making an external fuse un-
necessary. Plug-in and encoded 
screw or spring-cage terminal 
blocks facilitate wiring. 

A � oating alarm contact, which 
can be used to check the internal 
switching state of the N/O con-
tact, provides support during pe-
riodical functional tests.

Immediately detect malware: 
mGuard Integrity Monitoring

Using the mGuard CIFS In-
tegrity Monitoring Procedure 
(CIFS = Common Internet File 
System), � le systems can be 
con� gured to be monitored for 
unexpected changes from the 
executable code. In a test car-
ried out by the Institute of In-
dustrial Information technol-
ogy (inIT) at the University of 
Ostwestfalen-Lippe, they were 
able to verify that the mGuard 
CIFS Integrity Monitoring 
Procedure would already have 
been able to detect infections 
of Stuxnet as unexpected ma-

nipulations on the very � rst 
day, long before any anti-virus 
programs, and to have warned 
the user accordingly
Contain the spread, prevent 
contact with servers: Firewall 
mGuard 

Due to its distribution over 
networks and according weak-
nesses in operating systems, 
malware often uses network 
connections that are not even 
necessary for the productive 
operation of a plant. Securing 
industrial PCs and controllers 
or groups of such devices with 
Firewall mGuard allows non-
required or undesired connec-
tions to be reliably blocked and 

the spread of malware to be 
stopped.
Authenticated and authorized 
con� guration: User Firewall 
mGuard

Many of the controllers used 
today contain little or no pro-
tective functions for authen-
tication and authorization of 
your con� guration. Contrary 
to a common assumption, no 
special con� guration software 
or software authorized by the 
manufacturer is required to 
program and manipulate many 
controllers. 

The User Firewall mGuard is 
an effective means of prevent-
ing manipulations to control-
lers caused by unauthorized 
con� guration access. Access 
to the con� guration port must 
thereby � rst be approved by an 
authenticating user authoriza-
tion at the � rewall.

The mGuard-based net-
work components are available 
within the Phoenix Contact's 
product range as part of the 
FL Mguard product group in a 
multitude of types and con� gu-
rations.

This means that effective 
technologies and products are 
available right now to reliably 
combat the attacks of Stuxnet 
& Co.
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