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1 In which case do | need to execute which procedure?

1.1 Update Procedure

The Update procedure is used for updating the mGuard to a newer firmware release. This will be done
user friendly through the web interface. The update can be installed offline as well as online. If
possible, the online update should be the preferred method.

The purchase of mGuard security appliances entitles our customers to 180 days software update free
of charge upon registration. Please register through our homepage (www.innominate.com, Services ->
Registration Software Updates) for obtaining the login account. After the initial 180 days a Software
Maintenance Contract may be purchased from your dealer.

1.2 Recovery Procedure

You need to perform the Recovery procedure if the internal IP of the mGuard (Router, PPPoOE, PPTP
mode) or if the management IP (Stealth mode) is unknown. In those cases you won’t have access to
the user interface of the mGuard, neither through the web browser nor through SSH.

The Recovery procedure will also remove SSH access rules and enable internal HTTPS access.

The Recovery procedure will reset the mGuard delta and the mGuard blade control unit into
Router mode and the internal IP to 192.168.1.1. Those devices will be accessible again through
https://192.168.1.1.

All other products (mGuard smart, mGuard industrial, mGuard blade and mGuard PCI) will be
reset into Stealth mode. These devices will be accessible again through https://1.1.1.1.

The Recovery procedure won’t affect current configured VPN connections, firewall settings or
passwords, only the SSH and HTTPS access rules as mentioned above.

1.3 Flash Procedure

You only need to flash the firmware of the mGuard if the root password is unknown. Note that this
procedure will erase existing configurations on the mGuard. The mGuard will be restored to the
factory default settings, also the passwords. You need to reconfigure the mGuard after flashing the
firmware.

["f Note: If you want to update the version of the firmware, the Update procedure should be the
preferred method.
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2 Where is the Rescue Switch located?

The Rescue Switch is used for executing one of the following options:
e Reboot of the device.

e Perform the Recovery procedure.

e Start the Flash procedure.

mGuard smart mGuard PCI mGuard blade

mGuard industrial mGuard delta
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3 Update Procedure

The firmware of the mGuard can be updated user friendly through the web interface. The update can
be installed locally (offline) as well as online through the Internet. If possible, the online update should
be the preferred method.

The purchase of mGuard security appliances entitles our customers to 180 days software update free
of charge upon registration. Please register through our homepage (www.innominate.com, Services ->

Registration Software Updates) for obtaining the login account. After the initial 180 days a Software
Maintenance Contract may be purchased from your dealer.

3.1 How to retrieve the currently installed firmware version

Go to the menu Management -> Update, tab Overview. The currently installed version is displayed
in the line Version. Base informs about the version which was installed when you have received the
device and Updates about the installed updates.

Management » Update

Overview ll Update I] Anti¥irus Pattern l

System Information

Wersion
Base
Updates

3.2 Online Update

[} Note: The mGuard must have access to the Internet for performing the online update.

3.2.1 Configuring the Update Server

e Go to the menu Management -> Update, tab Update.

e In the section Update Servers, select https:// as Protocol and specify update.innominate.com as
update server.

e Enter your login parameters (user/password) for accessing the download area as stated in our
response mail to your registration.

Update Servers

ARy  Protocol | server |  togin |  password |
5 | https:// » update .innominate.corr| support@innominate .cc| sesssssse |

[} Note: The login (username) and password are case sensitive. You need to enter them as stated in
our response mail to your registration.
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3.2.2 Automatic Update

e Go to the menu Management -> Update, tab Update.

e Click either Install latest patches for updating the device within one major release version (e.g.
from 4.0.0 to 4.0.1) or click Install latest version for updating to the next major release (e.g.
from 4.x.x to 5.x.X).

Automatic Update

Automatically install the latest patch release l Install latest patches I

Automatically install the latest feature release | Install latest version |

3.2.3 Online (Manual) Update

Due to the Automatic Update this option is obsolete but it is still available in version 4.x for
maintaining the backward compatibility. This option might be removed in a future release.

e At first you need to retrieve the firmware version which is currently installed on the device (refer to
chapter 3.1 How to retrieve the currently installed firmware version).

e Check our homepage (www.innominate.com, Download -> Updates) for the latest released version. If
there is no update from the device’s current version to the latest release available, for example
from v3.0.0 to v4.0.1, you need to update the device step by step, from v3.0.x to v3.1.1 and then
from v3.1.x to v4.0.1.

. Go to the menu Management -> Update, tab Update.

e In the section Online Update, enter as Package Set Name the name of the update package which
should be installed. The format of the package set name is as follows:

update-<current version>-<target version>, e.g. update-4.0.0-4.0.1.

Online Update

Package set name Iupdate-4.0.0-4.0.l
l Install Package Set I

The appropriate Package Set Name can be obtained from our homepage (www.innominate.com,
Download-> Updates):

Updates

» rruGu.':_rd Update v4.0.0 -> V4.0.1
Only for registered Users,
Online-Update: update-4.0.0-4.0.1
(9686 KB)

e Click Install Package Set.
= The Online Update is started.
e Examine the output.

e When the update is finished, reboot the device if prompted.
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3.3

Local (Offline) Update

At first you need to retrieve the firmware version which is currently installed on the device (refer to
chapter 3.1 How to retrieve the currently installed firmware version).

Check our homepage (www.innominate.com, Download -> Updates) for the latest released version. If
there is no update from the device’s current version to the latest release available, for example
from v3.0.0 to v4.0.1, you need to update the device step by step, from v3.0.x to v3.1.1 and then
from v3.1.x to v4.0.1.

Download the appropriate update file (e.g. update-4.0.0-4.0.1.tar.gz) from our homepage. You
don’t need to extract the files. This will be done automatically by the mGuard.

Verify that the file extension of the downloaded file is *.tar.gz. Sometimes the Microsoft Internet
Explorer saves the file as *.tar.tar which is an unusable format for the mGuard. In this case you'll
get the error message “tar: Invalid gzip magic”.

Go to the menu Management -> Update, tab Update.

In the section Local Update, click Browse and specify the downloaded update file.

Local Update

Filenarmne |c\update-4.0.0-4.1.1 The filename of the package set has the extension '.tar.gz',

] | The format of the filename you have to enter is: 'update-

| Install Packages ‘a.b.c-deftar.gz'.

Click Install Packages.
The update is started.
Examine the output.

When the update is finished, reboot the device if prompted.
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4 Recovery Procedure

The Recovery procedure will reset the mGuard delta and the mGuard blade control unit into
Router mode and the internal IP to 192.168.1.1. Those devices will be accessible again through

https://192.168.1.1.

All other products (mGuard smart, mGuard industrial, mGuard blade and mGuard PCI) will be
reset into Stealth mode. These devices will be accessible again through https://1.1.1.1.

The Recovery procedure will also remove SSH access rules and enable internal HTTPS access.

The Recovery procedure won’t affect current configured VPN connections, firewall settings or
passwords, only the SSH and HTTPS access rules as mentioned above.

e Press the Rescue Switch slowly 6 times (once per second).

= The response of the device depends on the used product:

mGuard smart

- The middle LED switches off for one second.
- The middle LED lights green for one second.
- Finally the middle LED starts flickering green.

mGuard PCI &
mGuard blade

- The red WAN LED will flash 6 times.
- The red LAN LED will flash once.

mGuard industrial

- The Status LED switches off for one second.
- The Status LED lights orange for one second.
- Finally the Status LED light green.

mGuard delta

- The Status LED switches off for one second.
- The Status LED lights green for one second.
- Finally the Status LED starts flickering green.

e Press the Rescue Switch slowly 6 times (once per second) again.

= The response of the device depends on the used product:

mGuard smart

- The middle LED switches off for one second.
- The middle LED lights green for one second.
- The device reboots. The middle LED lights red briefly.

mGuard PCI &
mGuard blade

- The device will perform a reboot.

mGuard industrial

- The Status LED switches off for one second.
- The Status LED lights orange for one second.
- The device reboots. The Fault LED lights red until the device is ready.

mGuard delta

- The Status LED switches off for one second.
- The Status LED lights green for one second.
- The device reboots.

[”f Note: If the mGuard is in Stealth mode and the specified default gateway is not reachable because
the external interface of the mGuard is not connected to the network, you need to assign a static
MAC address to the IP address of the default gateway by using the arp command
(e.g. arp —s <IP address of the default gateway> aa-aa-aa-aa-aa-aa). Otherwise the mGuard
won’t be accessible through https://1.1.1.1. Please refer to the mGuard User’s Manual for further

information.
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5 Flash Procedure

You only need to flash the firmware of the mGuard if the root password is unknown. Note that this
procedure will erase existing configurations on the mGuard. The mGuard will be restored to the
factory default settings, also the passwords. You need to reconfigure the mGuard after flashing the
firmware.

Note: If you want to update the version of the firmware, the Update Procedure should be the
preferred method.

ATTENTION: Do not interrupt the power supply when the flashing procedure is running.
Otherwise the device could be damaged, may be left inoperable, and may require your
device to be sent to the manufacturer.

5.1 Prerequisites

The following data/programs must be located on the client you want to use for flashing the mGuard.
You may copy them from the mGuard CD or download them from our homepage (www.innominate.com,
Download -> Firmware).

1. The image software (install.p7s and jffs2.img.p7s) of the desired firmware version.
2. Windows: TFTP-/DHCP-Server (tftpd32.exe).

The purchase of mGuard security appliances entitles our customers to 180 days software update free
of charge upon registration. Please register through our homepage (www.innominate.com, Services ->
Registration Software Updates) for obtaining the login account. After the initial 180 days a Software
Maintenance Contract may be purchased from your dealer.

[_",-—» Note: When using the Windows TFTP-/DHCP Server you should use at least version 2.80.

5.2 Windows Client and DHCP-/TFTP Server setup

e Copy the image software (install.p7s and jffs2.img.p7s) into a local directory of the Windows
client.

e |If the external interface of the mGuard is connected to the network: disconnect it!

e If you want to flash an mGuard PCI which is operated in Power-over-PCl mode, you must connect
the LAN interface of the mGuard PCI to the Ethernet card of the Windows client.

e Configure the Windows client to use the following IP settings. When using the mGuard PCI in
Driver mode, you need to apply those settings to the mGuard PCI card.

IP address 192.168.1.2
Subnet mask 255.255.255.0
Default gateway 192.168.1.1

[.43_” Note: If you are familiar with the configuration of the TFTP/DHCP Server then you can keep the IP
settings of the client and configure the TFTP/DHCP Server accordingly, as long as the client does
not receive its IP settings via DHCP. Otherwise you should use the above mentioned IP settings
and configure the TFTP/DHCP Server as described below.
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e Start the program tftpd32.exe. You may ignore appearing error messages. They won’t appear
anymore after configuring and restarting the TFTP-/DHCP Server.

"~ Tftpd32 by Ph. Jounin g@@ ¢

Current Directory [D:\mGuard\Update Browise
Server interfaces |192.168.1.2 [passive) | Show Dir
Tftp Server | DHCP server |
Clear Copy | Current Action |Listening on port 63
sbout | Hep |

"« Tftpd32: Settings

Base Directory

Global Settings -

[~ TFTPClient [V DHCP Server

¥ Dption negotiation

[~ PXE Compatibiity

¥ Show Progress bar

[ Translate Unix file names

I Use anticipation window of
I~ Allow ' As virtual root

v TFTPSeiver | Syslog Server

[~ SNTP server File I
TFTP Security -~ TFTP configuration

o

None Timeout [seconds) 3
* Standard .
* High Max Retransmit B
1t t

" Read Only Tito por 69
Advanced TFTP Options

V¥ Use Tftpd32 only on this interface 2192.158‘,1_2 LI

Browse 1

Syslog server

[~ Save syslog message: |

™ Hide Window at startup
[ Create “dir.txt" files
I Beep for long transter

Bytes

The program should display the IP 192.168.1.2
as Server interfaces. The mark passive won't
be displayed anymore after configuring and
restarting the program.

Click Settings.

Ensure that only the options displayed in the
screenshot are enabled.
Click OK.
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e Restart the program for applying the changes.

e Switch to the tab DHCP Server.

*. Tftpd32 by Ph, Jounin F ) B Enter the foIIowing_ parameters:
D@. IP pool starting address = 192.168.1.3

Cunert Directory |D:\mGuard\Update Browse | Size of pool = 30

Server interfaces [132153.1.2 L] Show Dir | Mask = 255.255.255.0

Thip Server DHCP server | e Click Save and switch to the tab Tftp Server.

IP pool stating address G2 TGRS 3 - Information about the flash progress will be

ress[1921681.3 [ : - :

Sen iy o displayed in this screen.

Boot File 5

WINS/DNS Server  [0000 | a

Default router [0.0.0.0 ¥

Mask [255 255 2550 5

Domain Name

Additional Option o L]

About | Settings i Help I

e Click Browse and select the directory, which contains the image software install.p7s and
jffs2.img.p7s.

The Windows client and TFTP-/DHCP Server setup is finished. Now the flash procedure can be started
on the mGuard.

Page 12 of 13



mGuard v4.x — Update, Recovery and Flash Procedure

5.3 Flash Process

To start the Flash procedure, press the Rescue switch for approximately 3 seconds, until:

mGuard smart

All LEDs light green.

mGuard PCI &
mGuard blade

Both green LEDs (LAN and WAN) and the red LAN LED switch on.

mGuard industrial

The three LEDs LS/DA 1, LS/DA 2 and V.24 light green.

mGuard delta

The Status LED begins to fade out.

[”f Note: If you release the Rescue switch too late or too early, the mGuard restarts again.

This starts the Flash procedure and information about the flash progress is displayed in the tab Tftp
server of the program Tftpd32. It takes about 60 seconds before the first information appears. The
complete flash procedure may take about 5-10 minutes.

The status display changes as follows during the flash process:

mGuard smart

The middle LED flashes.

The 3 green LEDs form a bouncing ball display in which the light shifts
from one LED to the next.

The middle LED lights continuously.

All 3 LEDs flash green at the same time.

The Flash procedure is finished and you need to reboot the device.

mGuard PCI &
mGuard blade

o o U o o

The red LAN LED flashes and flickers then.

The green LEDs and the red LAN LED form a bouncing ball display in which
the light shifts from one LED to the next.

The red LAN LED lights continuously.

The mGuard reboots automatically when the Flash procedure is finished.

mGuard industrial

o o U [ ]

The LEDs LS/DA 1, LS/DA 2 and V.24 light orange briefly.

The LEDs LS/DA 1, LS/DA 2 and V.24 form a bouncing ball display in
which the light shifts from one LED to the next.

The LEDs LS/DA 1, LS/DA 2 and V.24 are switched off. The LEDs p1, p2
and Status light green continuously.

The LEDs LS/DA 1, LS/DA 2 and V.24 flash green at the same time.
The Flash procedure is finished and you need to reboot the device.

mGuard delta

e o o o U [ ]

=

The Status LED flashes.

The Status LED flashes fast.

The Status LED lights continuously.

The Status LED flashed once per second.

The Flash procedure is finished and you need to reboot the device.

At the end of the flash procedure the program tftpd32 displays the error message that the file
rollout.sh couldn’t be found. You can ignore this message. The file rollout.sh is only required if the
mGuard should also be configured during the flash procedure.

mGuard delta and mGuard blade control unit are in Router mode after flashing it. The user
interface can be accessed through https://192.168.1.1.

All other products (mGuard smart, mGuard industrial, mGuard blade and mGuard PCIl) are in
Stealth mode. The user interface can be accessed through https://1.1.1.1.

If you need to flash more than one mGuard, simply connect the next mGuard and press the Rescue
switch as described above. The Flash procedure will start again.
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