
However, without taking the ne-
cessary security precautions, stan-
dardized networking harbors high
risks. If such risks aren’t seriously
considered and neutralized, destruc-
tive programs could lead to produc-
tion losses or malfunction and even
outfall of production processes.

Only by implementing an efficient
security strategy which is suitable for
production networks can companies
be assured that their industrial net-
works are maintained at the highest
levels of system availability.

A major nightmare for any sys-
tems director would certainly be the
following scenario: while completing
regular service work, a maintenance
technician from an external company
establishes a connection between
his notebook and the controller of
an industrial system.

The technician has already in-
spected several systems on this par-
ticular day. In between appointments,
he hasn’t had enough time to thor-
oughly check his notebook – and a
hidden malign program has remained
undetected. This destructive program
now gains access to the unprotected
industry system. Once it has installed
itself there, its presence is quickly felt.
Suddenly one machine breaks down,
a production line becomes paralyzed
or a robot runs riot. The damage is
correspondingly immense. 

70-80 per cent of all break-
downs are caused by unauthorized,
negligent or simply careless access
and activities to systems within a
network. In the process, the central
firewall is bypassed and becomes
useless as a shield against this kind
of attack from the inside. Safe-
guarding highly sensitive and ex-
pensive production systems requires
more extensive measures.

Security planning
When planning and budgeting a

new network infrastructure – or for
the migration of existing systems to
new standards such as Ethernet –

the subject of protection must be
considered from the very beginning.
Instead of placing the safeguarding
of production networks exclusively
in the hands of the central IT de-
partment, a suitable security solu-
tion should be planned early in close
consultation with a full range of
company divisions. One thing is cer-
tain: security solutions from the of-
fice environment are not automati-
cally suitable for production areas. 

The Stateful Inspection Firewall –
well known from the office area – rep-
resents state-of-the-art technology.
This type of firewall scans both incom-
ing and outgoing data packets ac-
cording to predefined rules. Only au-
thorized connections are accepted. Al-
ternatives to software firewall/virus
protection solutions include segment-
ed and system-autonomous hard-
ware-based  firewall solutions. A hard-
ware-based firewall is connected di-
rectly ahead of the system to be pro-
tected and therefore does not influ-
ence or affect the system software. 

This ”device attached security“ is
particularly advantageous in a pro-
duction environment. Central soft-
ware firewalls are often more eco-

nomical than the individualized safe-
guarding of systems. But this is only
true up to a point: namely, until a
virus or a worm succeeds in cracking
the relatively lax software firewall.
And if a production line fails for
hours, this is bound to cost more
than a computer crash in the office.

Firewall security 
for automation
Development status 
and trends

Today, it is impossible to imagine production net-
works without IP-based Ethernet LANs. The con-
solidation of the formerly insular production envi-
ronment with other corporate divisions and the
Internet have produced an enormous savings po-
tential.
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Only by implementing an efficient security strategy which is suitable 
for production networks can companies be assured that their industrial 
networks are maintained at the highest levels of system availability

Andreas Beierer

With the augmented use of compa-
ny-wide networking, production
and manufacturing areas are in-
creasingly facing the same dan-
gers as office environments



For this reason, production networks
require specialized security solutions.

Checklist – basis planning for a 
security system

� Which central firewalls/routers al-
ready exist?

� List all the critical production sys-
tems that must be individually
safe-guarded

� List all the less critical systems
that can be safeguarded on a seg-
mented basis

� Define the security levels: are se-
cure outward connections neces-
sary? Are internal service inter-
faces available?

� Determine the security policies:
have rules already been defined
for access rights? If not, a step-
by-step release of rights.

Industry firewalls –
specializing in 
production
Both IT and security conditions in

production are different than those
for office environments, and for this
reason, the requirements placed on
security solutions are much differ-
ent. For example, the operational
availability of the system plays a
much greater role – downtime is un-
acceptable. In production, one often
finds various versions of older oper-
ating systems. 

For this reason, a centralized se-
curity software already represents a
problem. Hardware industry solu-
tions must be robust and easy to
use. It is a well known fact that fire-
wall appliances provide both securi-
ty and system availability. 

Stealth Mode – firewall
with an invisible cloak
At its basis, a security solution

must feature the most modern fire-
wall functionality and virus protec-
tion. A protective shield is most ef-

fective if invaders from outside the
system do not know that it exists. 

The mGuard firewalls from In-
nominate, for example, operate in
the Stealth Mode. In this mode, the
device takes on the IP address of the
system which it is protecting. As a
result, they are able to operate fully
transparently, relinquishing any
identity of their own which could be
visible on the outside. The firewalls
also operate invisibly from the sys-
tem itself.

What does ”device attached 
security“ stand for?

� Direct allocation to the system be-
ing protected

� Protects a system or a segment in
production

� Prevents effective attacks or
faulty operations from inside

� Encrypts user access for secure
remote maintenance

The increasing complexity of in-
dustrial systems has made it indis-
pensable that external access is pos-
sible – e.g. to carry out remote moni-
toring or maintenance procedures.
To ensure that systems are not en-
dangered by such access, the fire-
wall should support secure Virtual
Private Networks (VPNs), which are
protected individual connections be-
tween the individual systems and
network areas. 

In addition to the hardware fire-
walls, a security policy management
which is both intuitive and simple to
administer must be on hand. This al-
lows administrators to control ac-
cess rights via a graphical user inter-
face. Only then can a comprehensi-
ble and seamless security structure
be guaranteed.

Operational availability
Machines in production down-

time cost money. For this reason, se-

curity systems must fulfill their safe-
guarding function without endanger-
ing the running systems. After all,
such endangerment is known to have
happened in the past. For example, a
renowned American company in-
volved in process automation had in-
stalled antivirus software in the con-
trol system of an industrial PC. 

Due to a software malfunction,
the emergency shutdown for an im-
portant boiler system was prevented
from functioning. This example
shows that it makes sense to sepa-
rate the software of individual sys-
tems from the software for the as-
signed firewalls. 

This separation offers another
advantage, namely that systems sub-
ject to mandatory certification, i.e.
those used in the pharmaceuticals
industry, no longer need to be revali-
dated after each security update. If,
on the other hand, the industry sys-
tem is protected with security soft-
ware, it would be necessary to cease
operation each time a new security
patch is uploaded – until the system
receives a new certification. 

In addition, since November
2005, Innominate's mGuard blade-
Packs offer the opportunity of ex-
changing individual firewall blades
during running operation. The
blades are used to safeguard the
back-office area between office and
production. This feature is also of-
fered by the mGuard industrial,
which has been specially designed
for use on DIN rails. 

In both units, a redundant fire-
wall takes over the security in the
case of failure of a primary unit,
transferring the defined configura-
tions within the shortest of time pe-
riods to the standby device.

System availability also means
that the new security infrastructure is
quickly operational. In November In-
nominate presented a new feature
which it has named Learning Mode. 

With this innovative mode, all the
data connections in the setup
process are protocoled so that the
system can automatically and inde-
pendently suggest security rules to
the administrator. In this way, the
most appropriate security policies
are derived from the running net-
work traffic. Following approval by
the safety officer or the manage-

ment, they simply need to be acti-
vated.

Conclusion
With the augmented use of com-

pany-wide networking, production
and manufacturing areas are in-
creasingly facing the dangers which
have long been recognized and
dreaded in office environments. 

Yet established office security
measures cannot simply be tran-
scribed to automation environments.
Different laws apply in industry. Only
the most perceptive security provi-
ders have really understood this
problem and now offer specialized
solutions to cover industry require-
ments.
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About us

Innominate Security Technolo-
gies AG is a specialist for security
appliances used in industrial com-
munication environments (M2M)
and for safeguarding individual IT
systems. With its mGuard product
line, the company, founded in
2001, offers firewall, VPN and
virus protection functionality.
mGuard appliances are sold in a
range of types, from dongle to PCI
card, blade server or DIN rail de-
vices.The Innominate mGuard blade Pack safeguards a large number 

of encrypted transmission channels

Industrial security appliance for
DIN rails: the Innominate mGuard
industrial


