Crime watch

Joachim Fietz, CEO of Innominate, argues organisations that overlook the security of their industrial network
are leaving themselves vulnerable to attack. So what steps can companies take to protect themselves?

ver the pasl decade potential
Lhreats bo organisations have
increased. Hardly a month goes
by without a high-profle securily breach.
or warnings of concerted attacks by organ-
zed critne - 2 disabled produclion line is
the source of much higher costs than the
ternparary loss of a mail server. While this
has helped focus atbention towards ensur-
ing a secure office environment, i has
meant that the networks i produclion
plants have traditionally been overloaked
- unkil now,

Threat

IT divectors are becoming aware af the
very real threat posed to indusleial nel-
works, A recent staged allack on a 175 util-
ity company has highlighted the vilner-
abilities thal shill exist in industrial plants,
Eeonomist Scott Horg, who produces
securiby-related data for the US Govern-
ment, estimates the tolal cost Lo the econ-
amy should a ulility nebwork be infiltraked
15 approximately 3700 billion. This would
be on Lop of the damage to reputation for
the fivm that not being able to provide
basic facilities for up to an estimated three
months would cause, The crilical role that
utility and manufacluring companies play
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in the economy and wider society has

led 1o prominent computer and security
experls pulling pressure on the U5 Gov-
ernmenl to implement a cvber protection
programme for these organisations,

Ir the past, it was often assumed Lhal
denial of service and Lhe swilching off of
systems was the worst case scenario of
an IT security hreach. However, it 33 now
widely recognised that netwaork infiltra-
tiom and gaining access Lo kev information
and control of the systems performance
poses o more serious threal Lo indusbeial
organisations. US industoal companies
have been warned by the Department of
Delence’s Cyber Crime Center aboul the
thrizat posed by hackers and tervorsts Lo
their systems, Supervisory Control and
Drata Acquisition sofbware (SCADA) is used
Lo watility and industrial manufacturing
organisations across America for their IT
infrastructure. Accorvding to reporls, there
has already been very active and sophisti-
cated chatter” in the hacksr cormmunily - a
signal thal should set alarm bells ringing
far Chiel Security Oilcers {C50s). The
issue has been accentuated by a series
of high-profile inlernel-hased attacks in
recent months, ariginating from China. As
organised crime turns its allenbion to cor-

povate profits, and cyber-tervorists allsmpl
ta disrupt wider sociely, all aspecls of a
company's nelwork must be secure.

Honwvever, evolulion in the industrial
enviromiment has also increased the threat
of attacks, as companies have migrated
from legac-based connectivity to more
open networling standards, Companies
are inereasingly adepling elhevnet Lechnol-
oy Lo harness the benefits of Victual Pri-
vile Mebworks (VPNs), which help improve
praductivity and contral, I allows manu-
facturers to control informalion, configu-
rakion, diagnestics, safely, svnchronization
and motion an the same nebwork, while
seamlessly connecling to information and
enterprise svsterns. However, this also
hrings new security challenges, as plants
and equipment gdet greater connectivily,
and it is a mistake to think that security
salutions designed for the olfice environ
tnenl will be elfective in the mdustrial
ernvironment.

The spread of industrial ethernet in
production plants has led to all-embrac-
ing nebworking sfralegies nereasingly
hecoming Lhe norm. For access to the hekl
level, new possibilities are also emerging
for remole maintenance and diagnosis,
However, the drawback heye is the risk of
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