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Maintenance
Remote maintenance service is 
economical, safe and increases 
plant availability. Torsten Rössel 
discusses

emote maintenance via the internet 
provides fast, high quality service for 
machinery and production equip-

ment installed worldwide. Service costs can 
be significantly reduced, particularly during 
the warranty period. In the past, two hurdles 
have existed - security concerns regarding 
unauthorised operators dialing into the net-
work, and problems with antiquated modem 
connection technology. Now the internet 
and secure Virtual Private Network (VPN)-
based connections are increasingly replac-
ing dial-up modems, with new industrial 
network security modules providing efficient 
and economic solutions.

The good news is that secure and econom-
ically scalable internet-based remote service 
solutions are available today. This is critical 
because modern machinery and equipment 
is increasingly embedded with powerful 
software and firmware. The downside is that 
problems with software will be responsible 
for most machine outages. Service requests 
and software updates will therefore be cen-
tral functions of the remote maintenance 
service. Previously used analogue modem 
technology is no longer adequate. 

Transition
The main reasons for the transition from 

modem to Internet-based remote services 
are simple. The keywords are cost, avail-
ability, security, bandwidth and stability. 
For international and long-distance service 
requirements, the costs of modem-based 
remote service connections are significant. 
The availability of analogue telephone lines 
in the industrial environment is declining, 
and modems are increasingly incompatible 
with modern telecommunications facilities. 
In addition, there are growing concerns 
that modems can be utilised as ‘backdoors’, 
providing a security risk to networked sys-
tems. As a result of security policies, plant 
managers are increasingly banning modem 

Remote control
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